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a b s t r a c t
Based on the privacy calculus framework and the stimulus–organism–response (S–O–R) model, this study
examines online information disclosure decision as a result of affective and cognitive reactions of online
consumers over several stages, i.e. an initial stage where an overall impression is formed about an unfamiliar
online vendor, and a subsequent information exchange stage where information necessary to complete the
ecommerce transaction will be provided to the online vendor. We found that, initial emotions formed from an
overall impression of a Web site act as initial hurdles to information disclosure. Once online consumers enter
the information exchange stage, fairness-based levers further adjust privacy beliefs.
© 2011 Elsevier B.V. All rights reserved.

1. Introduction
Online consumers are facing serious threats to their information
privacy. The ubiquitous connectivity of the wired and wireless
network platform supporting e-commerce has led to an expansion
in the sources of data and easier access to personal information. A
number of reputable ﬁrms such as Google [35,36] and Facebook [60]
have faced privacy-related backlashes in recent years. For instance,
Amazon.com has been criticized for exercising price discrimination
using personal information that they collected [16]. In a recent study
analyzing the current state of Web privacy practices [33], it was found
that reputable e-commerce websites like eBay, Amazon, and Paypal
share their collected customer data with hundreds of their afﬁliated
companies.
As vast amounts of personal information is being exchanged, stored
and shared, individual privacy is under public scrutiny. Recent studies
have shown that information privacy is considered to be one of the
major obstacles to the growth of e-commerce [34,57]. Most online
consumers have refused to provide their personal information at one
time or another and a large percentage of them have falsiﬁed personal
information provided to online vendors [61]. It has been shown that
more than half of the consumers (61%) were hesitant to disclose credit
card information online [29]. Clearly, understanding factors inﬂuenc-
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ing an online consumer's willingness to provide personal information
is important to both online vendors and the growth of e-commerce.
A large body of research has focused on consumers' general
privacy concern [22,45,56–58,65], which is deﬁned as an individual's
general tendency to worry about information privacy [45]. General
privacy concern is not speciﬁc to a particular context (e.g., a speciﬁc
Web site or online company) and differs from person to person.
Empirical studies examining general privacy concern have been
inconsistent in terms of its role in inﬂuencing privacy-related beliefs
or behavior [10,22,45,56,58]. General privacy concern was found to be
signiﬁcant when included as a sole predictor of privacy-related
behavior [56,58] but was found to have a weak or insigniﬁcant impact
in the presence of other variables such as trust belief, risk belief, etc.
[3,37,45].
These inconsistent ﬁndings compel us to reexamine the nature of
general privacy concern and its role in inﬂuencing privacy decisionmaking. One possible explanation for these inconsistent ﬁndings is
that the effect of general privacy concern may be overridden by
situational factors, i.e. factors related to a speciﬁc Web site or online
company [63]. Emphasizing the role of situation-speciﬁc factors in
shaping privacy beliefs, Laufer and Wolfe [39] suggest that individuals
form their privacy beliefs by evaluating concrete situational elements
such as features of the physical space, institutional deﬁnition of
appropriate behavior, expected risks and beneﬁts, etc. General privacy
concern has been found to be fully mediated by those situational trust
and risk beliefs formed from the direct interaction with a speciﬁc Web
site [63]. This is consistent with the idea that: “Individuals' concepts of
privacy are tied to concrete situations in everyday life” [39]. Therefore,
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in this research, we aim to respond to the recent call for examining
privacy decision-making taking into account situation-speciﬁc factors
[45,57,63]. Our conjecture is that antecedents of online privacy
decisions must encompass situational factors at a speciﬁc level.
To explore the situational factors that inﬂuence an individual's
online privacy decision-making, we use the privacy calculus framework and the stimulus–organism–response (S–O–R) model to
identify both affect-based and cognition-based factors in order to
determine the circumstances under which people modify their
willingness to provide personal information online. We treat the
ecommerce transaction as consisting of i) an initial stage where an
overall impression is formed about the Web site of an unfamiliar
online vendor, and ii) a subsequent information exchange stage
where information necessary to complete the ecommerce transaction
will be provided to the online vendor. More speciﬁcally, we theorize
how initial emotions formed from an overall Web site impression
inﬂuence privacy-related beliefs (affective lens) and how exchange
fairness inﬂuences privacy-related beliefs (cognitive lens). While
emotions may be formed throughout the interaction with an online
vendor's Web site, we study whether initial emotions formed from an
early impression of the vendor's Web site impact privacy beliefs.
Our ﬁndings suggest that online consumers' initial emotions and
later-stage exchange fairness levers do indeed jointly determine their
privacy beliefs that, in turn, drive their intention to disclose personal
information. In comparison, general privacy concern was found to be a
far less important factor inﬂuencing privacy beliefs and behaviors. The
results not only provide important insights into resolving some of the
equivocation found in the literature regarding privacy behavior, but
also better explain inconsistencies in consumers' privacy behavior
found in practice. Overall, we contribute to theory by examining the
situation-speciﬁc individual privacy decision-making process in order
to understand several stages of privacy decision formation in a
structured nomological net.
2. Theoretical foundation
2.1. Privacy calculus
A consumer's decision to disclose personal information is based on
a cost–beneﬁt analysis or the so-called “privacy calculus” [22,37,39].
Individuals consider the merits and potential negative consequences
with respect to the current interaction as well as future situations.
Since the online consumer acts on beliefs and dispositions rather than
solely on known costs and beneﬁts, these beliefs factor into the
privacy-related cost-beneﬁt analysis. In this study, two types of
privacy beliefs are investigated: privacy protection belief and privacy
risk belief. Privacy protection belief refers to the subjective probability
that consumers believe that a speciﬁc online vendor will protect their
private information as expected [38,48,51]. Privacy risk belief is
deﬁned as the expected loss potential associated with releasing
personal information to a speciﬁc ﬁrm [40,45]. These two privacy
beliefs, although related, represent two separate aspects of information privacy assessment. When an online consumer believes that the
vendor will protect his/her information from potential privacy harms,
such belief (privacy protection belief) acts as a beneﬁt factor in the
privacy calculus. On the other hand, privacy risk is treated by the
consumer as a cost factor with privacy risk belief adding to the cost in
the privacy calculus. Therefore, in this study, privacy protection belief
and privacy risk belief are treated separately as beneﬁt belief and cost
belief in the cost–beneﬁt analysis involved in the privacy calculus
governing information disclosure.
Information disclosure is dependent upon the favorable assessments of both the level of privacy protection offered and the extent of
privacy risks, i.e. high protection and low risk. Further, these two
privacy beliefs may be driven or shaped by different factors and they
may also play different roles in inﬂuencing privacy decisions or
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behaviors. For example, the collection of highly sensitive personal
data is more likely to inﬂuence privacy risk belief instead of privacy
protection belief.
In summary, individuals engage in a decision process to weigh the
costs and beneﬁts associated with disclosing information. Although
such a calculus perspective of privacy has widely received attention
within the IS ﬁeld, no single study has combined both affect-based and
cognition-based factors that can determine the circumstances under
which people modify the situation-speciﬁc privacy calculus. As we
argued earlier, the contextual nature of individual privacy decision
making suggests that investigations of privacy must pay attention to
salient beliefs and contextual differences at a speciﬁc level. We next
describe literature associated with the stimulus–organism–response
(S–O–R) model to help characterize a setting in which both affect-based
and cognition-based factors are likely to play a role in a situation-speciﬁc
privacy calculus.
2.2. Affective and cognitive reactions
Privacy-related decision-making processes are dynamic, varying
with situational factors [22,39]. When online consumers interact with
a speciﬁc Web site, they experience various situational factors such as
characteristics of the Web site, their affective and cognitive reactions
resulting from the interactions with the Web site, etc. Considering the
situation-speciﬁc nature of privacy behaviors, we adopted the
stimulus–organism–response (S–O–R) model in environmental psychology as the overarching theory to understand the formation of
affective and cognitive reactions of online consumers and their
impacts on privacy behaviors. The S–O–R model posits that environmental cues (i.e., stimuli) inﬂuence an individual's affective and
cognitive reactions (i.e., internal states of organism), which further
affect behavior (i.e., responses) [46]. The model has been applied by
Parboteeah et al. [50] to explain online consumers' impulse purchasing
behaviors as a consequence of cognitive and affective reactions to Web
site characteristics.
The use of S–O–R model is appropriate in this study for two
reasons. First, S–O–R centers on the reactions of the organism and the
resulting behavioral responses when the organism is exposed to
various situation speciﬁc environmental stimuli. As privacy behaviors
are malleable with situational stimuli, the S–O–R model gives us a
better understanding of how situational speciﬁc reactions inﬂuence
privacy decision making. In addition, it allows us to integrate both
affective and cognitive theoretical lenses and propose that privacy
decision making is a result of both affective and cognitive reactions to
a Web site.
Applying the S–O–R model to the online privacy context,
environmental stimuli are various Web site characteristics, such as
the overall look of the Web site, the types of information collected by
the Web site, the presence of privacy policy on the Web site, among
others. We argue that when online consumers interact with a Web
site, those stimuli will generate both affective and cognitive reactions.
In our research model, consumers' affective reactions are mapped as
their emotional responses (i.e. joy and fear) to a Web site's overall
look. Consumers' cognitive reactions are mapped as their privacy
beliefs and appraisals about the Web site's privacy practices reﬂected
by the sensitivity and relevance of information collected from them,
as well as the privacy policy. These situational reactions are likely to
inﬂuence privacy decision making process and possibly override the
effect of general privacy concern on privacy behaviors. Further, to
separate the effect of emotional and cognitive reactions, we examined
initial emotional reactions to the overall look of the Web site
occurring before information exchange, and cognitive reactions
occurring during information exchange at a later stage of the Web
site interaction. In the following subsections, we discuss the affective
and cognitive lenses underlying our research model, deﬁne various
constructs used in the study and review related literature.
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2.2.1. Emotions as information
Much of the privacy research to-date [22,57] is based on the
tradition that in privacy decision making, people conduct a cost–
beneﬁt analysis of the possible outcomes of alternatives to arrive at a
decision. However, it is also well documented that emotions have the
capacity to alter perceptions, physiology and abilities [18], which can
also inﬂuence decision making.
“The notion that emotions determine beliefs was a common
assumption during much of human history, and probably still is.” [31,
p.2]. Various informational theories have been introduced to explain
how affect may inﬂuence people's thinking, judgment and decisions
such as the affect-as-information model. The affect-as-information
model “assumes that emotional feelings serve as affective feedback
that guides judgment, decision making, and information processing”
[15, p124]. Emotions could create emotion-congruent beliefs “by
guiding attention to observable data” that match those emotions [14,
p34]. So, individuals in negative emotional states may be more likely
to seek negative evidence that conﬁrms their emotions and vice versa.
In the psychology and IS literature, emotions have been empirically found to inﬂuence trust and risk perceptions in a congruent
manner. For example, “happiness and gratitude – emotions with
positive valence – increase trust. Anger – an emotion with negative
valence – decreases trust” [25, p. 736]. Positive emotions toward a
product or service help to reduce the perceived risks in using the
product or service while negative emotions enhance the perceived
risks [11]. Enjoyment has been found to increase individuals'
perceived usefulness (PU) and perceived ease of use (PEOU) of
information technology [66] while computer anxiety is conﬁrmed to
negatively inﬂuence PU [9] and PEOU [64].
In the privacy context, we argue that emotions may provide
important feedback about the privacy characters of a Web site and
shape the privacy beliefs of an individual. People may feel that some
Web sites better ﬁt their disposition to privacy than other Web sites. It
has been found that a physical space could achieve its privacy
character by design, activity, and meaning [39]. Similarly, a Web site
could achieve its privacy character through design, content and
functionality. For example, a visually appealing and professional Web
site may trigger joy, while a poorly designed Web site may trigger
frustration and/or fear. These emotions triggered by a Web site may
be used by an individual as cues to evaluate the beneﬁts or potential
privacy risks and can shape beliefs in a congruent manner. The role of
emotions is especially important for unfamiliar Web sites, where
consumers have limited information to judge the privacy-related
protections and risks offered by the Web site. Therefore, we argue that
it is necessary to consider the effect of emotions to understand the
formation of online consumers' privacy beliefs.
In this study, we focused on the impact of discrete basic emotions as
they are considered to be innate and universal across cultures [54].
Shaver et al. [55] identiﬁed ﬁve basic emotions: love, joy, anger, sadness
and fear. Considering the context of our study, we omitted love, anger
and sadness.
Love is a type of interpersonal emotion, making it less suitable for
emotional reactions to a Web site. Anger and sadness often occur
when one has received some negative outcomes such as failed service
or product, etc. For initial Web site interaction (before information
and product exchange), sadness and anger should be less common.
Therefore, we investigated the impacts of initial joy and fear triggered
by overall Web site impression before information exchange.

Several studies have pointed out that personal information exchange
is governed by a fair social contract [21,45]. A social contract is often
required to govern the exchange process when the exchange involves
unknown consequences, The underlying assumption of a social
contract is bounded by moral rationality, i.e. “individual moral agents
lack the information, time, and emotional strength to make perfect
judgments” [23,24]. Information exchange in online shopping is often
considered to be quite unpredictable. Once online consumers disclose
their personal information to an online ﬁrm, the subsequent use of
their personal information is often beyond their control. Therefore,
based on the assumption of the social contract, a cognitive lens based
on the social contract is appropriate for our research context, i.e.
information exchange with an unfamiliar online vendor's Web site.
A social contract governing information exchange is formed based
on the shared understanding or norms about the exchange process and
outcomes [24]. One such shared norm is the expectation about costs
and beneﬁts of the information disclosure. Consumers tend to
participate in the social contract as long as the perceived beneﬁts
exceed the costs [19]. Before disclosing personal information,
consumers evaluate the beneﬁts of disclosure against costs. To this
end, the social contract governing information disclosure involves a
cost–beneﬁt analysis.
In addition, for an information exchange, the norms associated with
the social contract also entail shared understanding about exchange
fairness [21,42], which has been operationalized as the fair information
practice principles or FIP principles [21,49]. Exchange fairness as
captured by FIP principles is the basis of a fair social contract governing
the disclosure of personal information [21]. FIP principles are “procedures that provide individuals with control over the disclosure and
subsequent use of their personal information and govern the interpersonal treatment that consumers receive” [21, P.330].
Consumers further adjust their perceptions of costs and beneﬁts
based on the perceived fairness of a company's information practices [6].
The implementation of FIP principles could help to alleviate consumers'
privacy concerns toward direct marketing or reduce their perceived
privacy risks [19]. FIP principles provide a signaling function to
consumers about risks in the exchange [21] and adjust the perceived
costs and/or beneﬁts in the privacy-related cost–beneﬁt analysis. Low
fairness will alert online consumers about potential risks involved in
information exchange while fairness helps assuage consumers' risk
perceptions. The adjustment by fairness of information exchange or FIP
principles is especially important for unfamiliar Web sites where
consumers could simultaneously perceive high beneﬁts and high costs
due to the uncertainty in the exchange. To this end, the fair social
contract governing information exchange consists of a cost–beneﬁt
analysis adjusted by exchange fairness or FIP principles. FIP principles
inﬂuence online consumers' privacy-related cost and beneﬁt beliefs
that, in turn, affect their information disclosure intention.
To examine information exchange as a fair social contract, we
followed the FIP principles suggested in prior studies [21,49] and
identiﬁed three fairness-based levers indicative of FIP principles of an
online vendor. They are sensitivity and relevance of information
collected, and awareness of privacy policy. These fairness levers are
examined as antecedents adjusting privacy-related cost and beneﬁt
beliefs. Detailed discussions on each of these three levers and their
effect on privacy beliefs are provided later in separate subsections.

2.2.2. Information exchange as a fair social contract
In addition to the initial emotional reactions to a Web site, online
consumers will also have privacy-related cognitive reactions when
they enter the stage of information exchange with the vendor at a
later time during an ecommerce transaction. The privacy-related
cognitive reactions could involve the appraisals of privacy policy, and
the nature of information collected and the resulting privacy beliefs.

Drawing from the literature summarized above, Fig. 1 depicts our
conceptualization of the drivers of individuals' intentions to disclose
personal information online. Our research model proposes that:
(a) the initial emotional reactions to a speciﬁc vendor's Web site
(before information exchange) and fairness-based levers employed by
the vendor (during information exchange) jointly drive the user's
privacy-related beliefs about the Web site or vendor; and (b) these

3. Research model
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Fig. 1. Research model.

beliefs have a salient effect on behavioral intention to disclose
personal information by impacting the privacy calculus. Fig. 1 shows
the proposed hypotheses and Table 1 summarizes some of the core
concepts underlying our research model.

3.1. Initial emotions and privacy beliefs
As discussed in the earlier section, affect tends to produce a
congruent effect on people's thinking, judgment and decision
[7,15,27]. Emotions can inﬂuence people's thinking and judgment in
a way such that positive emotions tend to lead to more positive
thinking or judgment than negative emotions. Personal cognitive
beliefs (such as privacy beliefs) are essentially about how we think
and, therefore, are expected to be inﬂuenced by emotions in a
Table 1
Core concepts of the research model and their deﬁnitions.
Core concept

Acronym Deﬁnition

Behavioral
intention

BI

General privacy
concern
Joy
Fear
Privacy risk belief

PC

Privacy protection
belief

PPB

JOY
FEAR
PRB

Perceived relevance of RELEV
information
Awareness of
privacy statement
Information
sensitivity

APS

Stimulus–
Organism–
Response
Fair information
practice
principles

S–O–R
model

IS

FIP

Willingness to provide personal information to
a speciﬁc vendor to complete online
transactions.
An individual's general tendency to worry
about information privacy.
An emotional state of pleasure
An emotional state of anxiety
The expected loss potential associated with
releasing personal information to a speciﬁc
ﬁrm.
The subjective probability that consumers
believe that a speciﬁc online vendor will
protect their private information as expected.
The degree to which the data requested
appears relevant or appear to have a bearing
upon the purpose of the inquiry [59].
An individual's awareness of the content in the
privacy statement of a Web site.
The level of discomfort an individual perceives
when disclosing a speciﬁc piece of information
to a Web site.
Environmental cues (i.e., stimuli) inﬂuence an
individual's affective and cognitive reactions,
which further affect behavior (i.e., responses).
Procedures that provide individuals with
control over the disclosure and subsequent use
of their personal information and govern the
interpersonal treatment that consumers
receive.

congruent way. At the same time, emotions and cognitive beliefs can
be interdependent. Emotions are likely to vary in different stages of
the interaction between online consumers and the Web site. Initial
emotions formed from an overall Web site impression before
information exchange may be different from those experienced at a
later stage when online consumers are evaluating the information
exchange based on the cost, beneﬁt and perceived fairness of a social
contract.
In this study, we focused on the effect of initial emotions and are
interested in whether the effects of initial emotional reactions to
overall Web site impression persist even through later stage cognitive
processing that is necessary for information exchange. In other words,
do the initial emotions continue to impact privacy beliefs even when
consumers are immersed in information exchange? Dinev and Hart
[22] were the ﬁrst to model the inﬂuence of personal interest in the
privacy calculus model. Their ﬁndings suggest that personal interest
in Internet content can override concerns over providing personal
information [22]. However, they also point out that future research is
necessary to further explore the inﬂuence of personal interest in more
speciﬁc contexts. To the degree that an individual's initial joy reﬂects
their own personal interest in the content or service, we expect it to
inﬂuence the situation-speciﬁc privacy calculus. Negative emotions
such as fear can inform individuals that a situation is problematic
(Petty, DeSteno, & Rucker, 2001) and, therefore, could also have an
impact on the situation-speciﬁc privacy calculus. A considerable
number of studies in psychology and IS have empirically found the
congruent effect of emotions on individual beliefs [9,11,25,64,66] such
that people in a positive emotions tend to have more positive beliefs
than people in a negative emotion. Therefore, the initial joy and fear
are expected to inﬂuence the two privacy beliefs in a congruent
manner. We have:
H1. Initial joy has a positive effect on privacy protection belief.
H2. Initial joy has a negative effect on privacy risk belief.
H3. Initial fear has a negative effect on privacy protection belief.
H4. Initial fear has a positive effect on privacy risk belief.

3.2. Fairness levers and privacy beliefs
This subsection investigates three fairness levers (sensitivity and
perceived relevance of information collected and awareness of
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privacy policy) and their impact on the privacy-related cost–beneﬁt
beliefs, i.e. privacy protection belief and privacy risk belief. We are
aware that the selection of these factors does not represent an
exhaustive list of consumers' cognitive reactions. However, these
three fairness levers reﬂect consumers' appraisals about privacy cues
including both information cues and policy cues that a Web site may
implement to reassure consumers about their efforts to protect
consumers' personal information.
3.2.1. Sensitivity and relevance of information requested
In the literature [2,41], information sensitivity has been conceptualized as an attribute of personal information that informs the level
of discomfort an individual perceives when disclosing that speciﬁc
personal information to a speciﬁc Web site. The nature of information
requested by a Web site could inﬂuence the privacy calculus through
its level of sensitivity and legitimacy relative to the purpose of
exchange. Not all types of information cause privacy-related worries.
Consumers generally have little concern about providing basic
demographic information (e.g. sex, age, education, marital status)
and are slightly to moderately protective of information about their
purchasing behavior, hobbies, occupation, name, email, postal
address, and mostly concerned with the control over telephone
numbers and ﬁnancial information [32,48]. Disclosure of personal
information inevitably implies the potential loss of control or risk of
personal information. This is likely to increase privacy risk belief and
the effect tends to be greater for more sensitive personal information.
At the same time, it is well recognized that there is no absolute
privacy. The type of information such as its sensitivity by itself cannot
determine whether the level of privacy provided meets consumers'
expectations. The inﬂuence of sensitivity of information is relative,
varying with situations [52]. Whether consumers will perceive certain
types of requested information to be privacy invasive varies across the
purpose of information collection. Information collection is less likely to
raise negative privacy beliefs when information collected is relevant to
the purpose of the transaction [49]. For example, the request for genetic
testing data may not be considered to be invasive if the purpose is to
provide medical advice. However, such information is likely to trigger
strong privacy worries when requested by an insurance company. A
consumer may worry that the information could be used to discriminate
against her or him. Even the collection of low risk information such as
gender in a context that is not relevant to the transactions may raise an
alert about potential privacy risks in the future and the trustworthiness
of the vendor. Privacy-related worries rise quickly when the type of
information requested is perceived to have very low relevance, i.e.
having little bearing on the purpose for which the data is collected.
Therefore, this study focuses on the relevance of information and the
potential moderating role of sensitivity on relevance. We propose:
H5. The perceived relevance of information requested has a positive
impact on privacy protection belief.
H6. The perceived relevance of information requested has a negative
impact on privacy risk belief.
H7. The effect of perceived relevance on privacy risk belief is
moderated by sensitivity such that the effect is greater when sensitive
information is requested.
3.2.2. Awareness of privacy policies on the web site
Privacy policies are widely adopted by vendors to address privacy
concerns of online consumers [47]. A privacy policy is essentially a
self-regulated organizational mechanism where consumers can be
informed about the choices available to them regarding what is
collected, how the collected information is used, the safeguards in
place to protect the information from loss, misuse, or alteration, and
how consumers can update or correct any inaccurate information.

Online companies are responsible for protecting the information by
implementing privacy policies based on the four basic elements of fair
information practices: notice, choice, access and security [20]. Privacy
literature suggests that an online ﬁrm's collection of personal
information is perceived to be fair when the consumer is vested
with notice and voice [20,45]. A privacy policy containing the four
elements of FIP principles is meant to assure individuals about their
control over the disclosure and subsequent use of their personal
information [21]. It helps to increase the transparency of information
collection procedures and help consumers evaluate the level of
privacy protection offered by a Web site [47] and therefore decide
whether to disclose information [37]. Hence, we propose that when a
consumer is aware that a Web site implements a privacy policy
manifesting fair information practices, it should help to increase his/
her privacy protection belief and reduce privacy risk belief.
H8. Awareness of the privacy statement manifesting fair information
practices has a positive impact on privacy protection belief.
H9. Awareness of the privacy statement manifesting fair information
practices has a negative impact on privacy risk belief.
3.3. General privacy concern and privacy beliefs/behaviors
The general tendency to worry about information privacy (or
general privacy concern) may also play a role in inﬂuencing online
consumers' privacy beliefs and behaviors. General privacy concern, as an
individual's general tendency to worry about information privacy [45], is
not speciﬁc to a particular Web site or online company. It can differ
among individuals and its impact on privacy behavior may be adjusted
by environmental factors [62]. In the context of interaction with an
unfamiliar Web site, online consumers often lack concrete information
about the online vendor. General privacy concern, therefore, could play
an important role in shaping consumers' privacy beliefs and directly
impact their privacy behaviors. Some studies have found that privacy
concerns reduce online consumers' intention to give out their personal
information [56–58].Thus, we propose that general privacy concern will
inﬂuence privacy protection belief and privacy behaviors negatively and
privacy risk belief positively (i.e., increase perceived privacy risk).
H10. General privacy concern has a negative effect on privacy
protection belief.
H11. General privacy concern has a positive effect on privacy risk belief.
H12. General privacy concern has a negative impact on online
consumers' behavioral intention to disclose their personal information.
3.4. Privacy beliefs and behavioral intention to disclose personal
information
In the trust and privacy literature, privacy decisions/behaviors
have been studied by measuring the intention to purchase, give
information, remove names from a direct marketing list, among
others. This is in line with the research stream based on the theory of
reasoned action (TRA) [26]. The same approach is taken by this study.
We examine the effect of salient privacy beliefs on intention to release
personal information. Consumers with a high privacy protection belief
should perceive more control over the disclosure and subsequent use
of their personal information, while those with high privacy risk
beliefs are more likely to be wary about the potential loss of control
over their personal information. Therefore,
H13. Privacy protection belief has a positive impact on online
consumers' behavioral intention to disclose their personal information.
H14. Privacy risk belief has a negative impact on online consumers'
behavioral intention to disclose their personal information.
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4. Research methodology
4.1. Study design and procedures
Experimental design was employed to test the research model. An
experimental Web site was created to allow easy manipulation of
sensitivity of information. Utilizing an experimental design also
allows us to rule out or control the effect of store familiarity and
reputation, since our research focus is on initial information exchange
for unfamiliar Web sites. To ensure realism, the interfaces of the
experimental Website closely mimic a real commercial Web site
providing Internet fax service, MyFax (http://www.myfax.com).
Moreover, to increase the realism of the task, each subject assumed
the role of an online shopper seeking internet fax service for the
purpose of sending resumes for job applications. The subjects were
introduced to some of the advantages of Internet fax service over
email for job application before interacting with the experimental
Web site. For example, faxed documents generally gain more
attention from recruiters. Also, unlike email attachments, which
may be deleted due to fear of computer viruses, faxes are considered
safer by recruiters.
The experimental web site has a 30-day free trial membership
sign-up form, which was used to manipulate information sensitivity.
The sensitivity of information was manipulated at two levels: low and
high. A common set of information of low to moderate sensitivity that
included name, gender, email, and postal address was requested for
both low and high sensitivity treatment conditions. Besides the
common information, the high sensitivity condition also had requests
for telephone number and credit card information.
This study measured whether subjects read the privacy policy.
Thus, privacy policy was not manipulated in the design. This is
different from the approach taken in previous studies that have
mainly examined the effect of availability and/or the level of
guarantee of privacy policy through experimental manipulation.
These studies randomly assign subjects to each treatment group
which dictates whether the privacy policy has to be read or not. They
mostly ignored “contextual factors relating to the likelihood that a
privacy policy statement will be read” [47]. A perfect privacy policy
will not be effective if nobody reads it. Several surveys have found that
less than 50% of online consumers actually read privacy policies [1,47].
Therefore, to increase the realism of our research context, subjects in
our study were free to decide whether to read the privacy policy or
not. The privacy policy used in the experimental Web site was
designed along the lines of a strong privacy policy, i.e. containing all
basic elements of FIP principles.
Subjects were randomly assigned to only one of two treatment
conditions, i.e. either low sensitivity or high sensitivity information
requests. A major task page was used to introduce the task scenario to
subjects and provide detailed step by step instructions. Subjects were
required to interact with the experimental site as naturally as possible
for about 10 min to get an overall impression of the Web site. Then,
they were instructed to ﬁll out section I of the survey that measured
their initial emotions before information exchange. The next stage of
the experiment simulated an information exchange context. Subjects
were instructed to evaluate a sign-up form of the company's 30-day
free trial program and made aware that they were not required to ﬁll
the form with their private information. A link to the vendor's privacy
policy was provided at the bottom of the form. They could choose to
read the privacy policy if they felt it was necessary. After evaluating
the sign-up form, subjects were required to ﬁll out the succeeding two
sections of the survey.
4.2. Variable measurement
Existing published scales were adapted to measure variables in the
research model whenever possible. Some items were re-worded
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slightly to reﬂect the research context. Joy and fear were measured by
items developed by Shaver et al. [55]. Perceived relevance items were
modiﬁed from Stone [59].
Privacy protection belief was measured using the scales by Pavlou
and Chellappa [51]. Privacy risk belief was adapted from the
instruments by Malhotra et al. [45]. Behavioral intention (to disclose
personal information) was measured by scales after Malhotra et al.
[45] and MacKenzie and Spreng [44]. General privacy concern consists
of three items developed by Malhotra et al. [45] to tap global
information privacy concern. The detailed general privacy concern
scale developed by Malhotra et al. [45] was not used in this study
because the focus of this study is not on the sub-dimensions of privacy
concern. Two emotion constructs were measured using ﬁve-point
Likert scales with 1 being “not at all” and 5 being “very much”. All the
remaining constructs were measured on seven-point Likert scales
with 1 being “strongly disagree” and 7 being “strongly agree”. The
detailed scales for each latent construct are available in the Appendix.
In addition, the survey consists of one binary scale question asking
about whether the subject has read the privacy policy. We also
developed one seven-point Likert scale question to check whether the
manipulation on sensitivity is successful. The question inquires about
how subjects perceive the level of sensitivity of the information in the
30-day free trial sign-up form.
4.3. Survey administration
Before the ﬁnal experiment, a pilot study was administered to 20
undergraduate and graduate students at a major Midwestern U.S.
university. The purpose was to identify and reﬁne potentially
ambiguous measurement items, and assess the clarity of survey
instructions and the length of the time needed to complete the survey.
In the ﬁnal experimental study, the recruitment message was
delivered in class to about 220 students who are different from
those in the pilot study. The recruiting message informed the subjects
that they were being recruited for a study examining online shopping.
To increase the realism of the experiment, subjects were told that they
would be requested to visit a commercial Web site and then complete
a short paper-based survey. So, the subjects were not explicitly aware
that they were interacting with an artiﬁcial Web site.
The participation was voluntary. Extra credit accounting for about
2% of their total grade was used as participation incentive. A total of
175 valid responses were received. About 50% of these respondents
were part-time students with working experience. The demography
of survey respondents shows an equal representation of male and
female and a fairly wide distribution in age and Internet experience
(Table 2).
4.4. Control variables
Five variables that might inﬂuence privacy decisions/behaviors
were included in this study as control variables for predicting
intention to disclose personal information. They are gender, age,
Internet experience, previous experience of being victims of privacy
invasion, and media exposure of privacy invasion incidents.
5. Data analysis
First, the result of manipulation of sensitivity of information was
checked using an independent t-test. Perceived sensitivity for subjects
assigned to the high sensitivity group was signiﬁcantly higher than
that of the low sensitivity group (p b 0.001). Therefore, information
sensitivity manipulation was successful. The research model was then
tested with partial least squares (PLS) technique. PLS requires a much
smaller sample size than other structural equation modeling (SEM)
techniques. The minimum sample size requested by PLS is ten times
the larger number of paths going to an endogenous construct when all

440

H. Li et al. / Decision Support Systems 51 (2011) 434–445

Table 2
Demography distribution of survey respondents.
Gender

Table 3
Loadings/cross-loadings, composite reliability (CR) and average variance extracted
(AVE) of measurement instruments.

Age

Male
Female

47.4%
52.6%

Internet experience
b1 year
1–3 year
3–6 year
≥6 year

6.9%
24.7%
45.4%
23.0%

19–25
26–30
30–35
36–40
40–45
N45

77.7%
11.4%
4.6%
2.9%
2.3%
1.1%

constructs are reﬂective [12]. For our research model, the maximum
number of paths leading to an endogenous variable is eight,
considering the control variables. Therefore, a sample size of 175 is
sufﬁcient for us to use PLS. Furthermore, PLS does not assume a
multivariate normal distribution and interval scales, making it
appropriate to test a research model with manipulated constructs
like sensitivity.

Constructs/items

1. Joy
CR = 0.958
AVE = 0.883
2. Fear
CR = 0.882
AVE = 0.715
3. Relevance of Infor
CR = 0.906
AVE = 0.764
4. Privacy Protection
Belief
CR = 0.875
AVE = 0.585
5. Privacy Risk
Belief
CR = 0.950
AVE = 0.827

5.1. Measurement model
To validate the measurement model, we tested reliability, convergent
and discriminant validity of the latent constructs. A scale is considered
reliable if its composite reliability (CR) is above 0.7 and average variance
extracted (AVE) above 0.5 [4]. As shown in Table 3, all scales were found
to be reliable. To establish convergent validity, all indicators of a latent
construct should have loadings above 0.6 [4]. From Table 3, loadings of all
items are above this recommended cutoff, suggesting convergent
validity of all latent constructs. Discriminant validity of each latent
construct was tested by the method recommended by Fornell and
Larcker [28]. The square root of AVE of each construct should be higher
than the correlation between that construct and any other constructs.
This criterion is satisﬁed by all latent constructs (Table 4). Therefore, our
measurement model exhibits sound reliability and validity necessary for
further testing of the research hypotheses.

5.2. Hypotheses testing
Fig. 2 and Table 5 summarize the results of testing the hypotheses. In
Fig. 2, completely standardized path coefﬁcients are given on each
signiﬁcant path. The amount of variance explained in each endogenous
variable (or R2) is displayed within the corresponding construct
rectangle. We hypothesized that emotions have a congruent effect on
privacy beliefs. This congruent effect was supported. Joy is found to have
a signiﬁcant positive effect on privacy protection belief (pb 0.001) and
signiﬁcant negative effect on privacy risk belief (pb 0.001). Fear has a
signiﬁcant positive effect on privacy risk belief (pb 0.05). The relationship between fear and privacy protection belief was not statistically
signiﬁcant.
Before testing the main effect of relevance of information on
privacy risk belief, it is necessary to study the potential moderating
effect of sensitivity. We followed the procedures proposed by Chin
et al. [13]. The effect size of interaction (f2) was computed to be 0.00
for predicting privacy risk belief, which is far less than the 0.02 cutoff
for small effect size [17]. The result of bootstrap sampling also shows
that the interaction effect was not signiﬁcant. Therefore, sensitivity is
not found to signiﬁcantly moderate the relationship between
information relevance and privacy risk belief. In the absence of a
moderating effect, the main effects of relevance and sensitivity as the
antecedents of privacy beliefs were tested. Relevance was found to
have a signiﬁcant positive impact on privacy protection belief
(p b 0.001) and negative impact on privacy risk belief (p b 0.001).
Sensitivity of information has no signiﬁcant impact on privacy risk
belief (p N 0.05).

Loadings/cross-loadings
1

6. Behavioral
Intention
CR = 0.963
AVE = 0.866
7. Privacy Concern
CR = 0.866
AVE = 0.683

2

3

4

5

6

joy1
0.94 − 0.09
0.21
0.37 − 0.25
0.21
joy2
0.94 − 0.14
0.16
0.37 − 0.29
0.25
joy3
0.94 − 0.10
0.10
0.34 − 0.26
0.22
Fear1
0.03
0.75 − 0.06
0.03
0.11 − 0.05
Fear2 − 0.14
0.93 − 0.16 − 0.14
0.21 − 0.21
Fear3 − 0.12
0.85 − 0.05 − 0.07
0.17 − 0.09
Relev1
0.20 − 0.15
0.91
0.29 − 0.37
0.47
Relev2
0.10 − 0.06
0.79
0.30 − 0.26
0.29
Relev3
0.14 − 0.10
0.92
0.34 − 0.33
0.48
PPB1
0.37 − 0.14
0.24
0.79 − 0.46
0.29
PPB2
0.26 − 0.03
0.24
0.71 − 0.39
0.26
PPB3
0.32 − 0.11
0.18
0.82 − 0.47
0.30
PPB4
0.25 − 0.08
0.41
0.80 − 0.54
0.47
PPB5
0.26
0.00
0.26
0.69 − 0.38
0.22
PBR1 − 0.23
0.15 − 0.28 − 0.56
0.89 − 0.48

7
− 0.03
− 0.04
− 0.02
− 0.09
− 0.10
− 0.09
− 0.14
− 0.06
− 0.16
0.02
− 0.07
0.01
− 0.08
0.02
0.19

PBR2
PBR3
PBR4
BI1

− 0.27
0.13 − 0.25 − 0.49
0.90 − 0.42
0.21
− 0.29
0.24 − 0.38 − 0.58
0.93 − 0.48
0.26
− 0.24
0.21 − 0.41 − 0.52
0.92 − 0.50
0.24
0.28 − 0.14
0.44
0.40 − 0.50
0.93 − 0.26

BI2
BI3
BI4
PC1
PC2
PC3

0.28
0.14
0.19
0.04
0.01
− 0.10

− 0.14
0.44
0.41 − 0.53
0.96 − 0.27
− 0.13
0.43
0.36 − 0.43
0.91 − 0.25
− 0.19
0.47
0.38 − 0.47
0.92 − 0.26
− 0.12 − 0.09 − 0.03
0.18 − 0.22
0.82
− 0.15 − 0.14
0.05
0.13 − 0.14
0.79
− 0.04 − 0.13 − 0.06
0.26 − 0.29
0.87

Awareness of the privacy policy demonstrating FIP principles was
found to signiﬁcantly enhance privacy protection belief (p b 0.05) but
was not signiﬁcant in shaping privacy risk belief. Besides the above
affect-based and cognition-based situational factors, general privacy
concern had a signiﬁcant inﬂuence on privacy risk belief (p b 0.001)
but was not signiﬁcant for the formation of privacy protection belief.
In all, the model can explain 25.3% of the variance in privacy
protection belief and 25.9% of the variance in privacy risk belief.
The two privacy beliefs (protection belief and risk belief) and
general privacy concern were further found to have a signiﬁcant
impact on behavioral intention to disclose personal information. No
control variables were found to be signiﬁcant. Overall the model could
account for 33.7% variance of behavioral intention. The result also
suggests that general privacy concern has a signiﬁcant direct impact
on behavioral intention as well as a signiﬁcant indirect effect on
behavioral intention through privacy risk belief.
6. Discussion
6.1. Summary of ﬁndings
The results of the experiment indicate that, for an unfamiliar Web
site, privacy behaviors are driven by both general privacy concern and

Table 4
Discriminant validity of measurement model.

Joy
Fear
Relev
PPB
PRB
BI
PC

Joy

Fear

Relev

PPB

PRB

BI

PC

0.940
− 0.119
0.167
0.383
− 0.282
0.242
− 0.034

0.846
− 0.119
− 0.100
0.205
− 0.162
− 0.109

0.874
0.356
− 0.369
0.479
− 0.140

0.765
− 0.596
0.415
− 0.030

0.909
− 0.519
0.248

0.931
− 0.282

0.826

Note: Diagonal elements are the square root of the AVE values. Off-diagonal elements
are the correlations among latent constructs.
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Fig. 2. Results of testing hypotheses using PLS analysis. Completely standardized estimates, controlled for covariates in the research model, *p b 0.05, **p b 0.01, ***p b 0.001.

Table 5
Summary of hypothesis testing results.
Hypotheses
H1 Initial joy has a positive effect on
privacy protection belief.
H2 Initial joy has a negative effect on
privacy risk belief.
H3 Initial fear has a negative effect on
privacy protection belief.
H4 Initial fear has a positive effect on
privacy risk belief.
H5 The perceived relevance of information
requested has a positive impact on
privacy protection belief
H6 The perceived relevance of information
requested has a negative impact on
privacy risk belief.
H7 The effect of perceived relevance on
privacy risk belief is moderated by
sensitivity such that the effect is greater
when sensitive information is requested.
H8 Reading the privacy statement
manifesting fair information practices
has a positive impact on privacy
protection belief.
H9 Reading the privacy statement
manifesting fair information practices
has a negative impact on privacy risk
belief.
H10 General privacy concern has a negative
effect on privacy protection belief.
H11 General privacy concern has a positive
effect on privacy risk belief.
H12 General privacy concern has a
negative impact on online consumers'
behavioral intention to disclose their
personal information.
H13 Privacy protection belief has a positive
impact on online consumers' behavioral
intention to disclose their personal
information.
H14 Privacy risk belief has a negative
impact on online consumers' behavioral
intention to disclose their personal
information.

Path
t Value
Coefﬁcients

p value
p b 0.001
(supported)
p b 0.001
(supported)
p N 0.05
(not supported)
p b 0.01
(supported)
p b 0.001
(supported)

0.323

5.71

− 0.214

3.39

− 0.020

0.27

0.165

2.74

0.304

4.86

− 0.277

3.77

p b 0.001
(supported)

0.026

0.27

p N 0.05
(not supported)

0.136

2.12

p b 0.05
(supported)

0.034

0.47

p N 0.05
(not supported)

0.006

0.09

0.219

3.43

− 0.153

2.16

p N 0.05
(not supported)
p b 0.001
(supported)
p b 0.05
(supported)

0.189

2.06

p b 0.05
(supported)

− 0.366

3.47

p b 0.001
(supported)

privacy-related cost–beneﬁt beliefs. Privacy beliefs, in turn, are
shaped by general privacy concern, initial emotions and fairness
levers. Initial emotions formed from an overall impression of the Web
site continue to play an important role in shaping privacy beliefs and
decisions, even if subjects are exposed to cognitive processing of
information exchange at a later time. Thus, initial emotions have a
lasting coloring effect on later stage cognitive processing. Speciﬁcally, joy
signiﬁcantly enhances privacy protection belief and reduces privacy
risk belief. Interestingly, fear was found to signiﬁcantly inﬂuence
privacy risk belief, but not impact privacy protection belief. This
ﬁnding corroborates the broaden-and-build theory that posits that
negative emotions narrow one's momentary thought–action repertoire [30]. As a result, being afraid would drive one into an escape or
avoidance mode, preventing consumers from actively evaluating the
potential level of privacy protection offered. Instead, they focus on
the risks involved in the situation and reach a quick decision regarding
the potential privacy risks of the Web sites, and act accordingly.
When online consumers enter the information exchange stage,
fairness levers (relevance of information requested and privacy
policies) were found to adjust privacy beliefs. As expected, perceived
relevance of information requested was found to signiﬁcantly
increase privacy protection belief and reduce privacy risk belief.
Although this ﬁnding is consistent with prior studies [37,59], to our
knowledge this study is the ﬁrst that empirically validated the impact
of perceived relevance on privacy beliefs and, subsequently, privacy
behaviors. The sensitivity of information was not found to be a
signiﬁcant fairness lever inﬂuencing privacy risk belief either directly
or through the interaction with perceived relevance. An explanation
may be that the effect of the sensitivity of information is fully
overridden by that of perceived relevance as the inﬂuence of the
sensitivity of information is relative and varies with the purpose of
information collection.
Besides perceived relevance, awareness of the privacy policy
incorporating FIP principles was found to be another signiﬁcant
fairness lever that enhances privacy protection belief. This ﬁnding is
consistent with the study by Meinert et al. [47]. Surprisingly,
awareness of the privacy policy does not signiﬁcantly reduce privacy
risk belief. This may be largely due to the self-commitment nature of a
privacy policy, which outlines the level of privacy protection that a
Web merchant promises to its consumers. For an unfamiliar Web site,
such self-reported guarantee or a privacy policy may not effectively
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reassure online consumers about the potential risks or unknown
consequences of releasing personal information.
Finally, general privacy concern was found to signiﬁcantly increase
privacy risk belief and reduce online consumers' information
disclosure intention. However, it has no signiﬁcant impact on privacy
protection belief. This ﬁnding is different from the study by Li et al.
[43] in which general privacy concern increases privacy protection
belief. One possible explanation for such different ﬁndings is that the
effect of general privacy concern varies with different stages of the
interaction between an online shopper and a Web site. The context of
the study by Li et al. [43] was initial interaction before information
exchange whereas this study covers both the initial interaction and
the later information exchange stage. We conjecture that the effect of
general privacy concern tends to decrease with progressive interaction with a Web site as more concrete information from the
interaction could be based to assess the level of privacy protection
offered by the online vendor. Therefore, in our study, the effect of
general privacy concern on privacy protection belief may be
overridden by that of initial emotions and fairness levers. As such,
we further investigated the relative contributions of initial emotions,
fairness-based levers (sensitivity and relevance of information
collected and awareness of privacy policy) and general privacy
concern. Three additional models were built by including only initial
emotions, only fairness-based levers or only general privacy concern
to predict privacy beliefs. The R2 of these three alternative models
were compared (Table 6). The results suggest that emotions and
fairness levers have about the same contribution in shaping the privacy
beliefs and their effects dominate that of general privacy concern.
We further checked the relative importance of the direct impact of
general privacy concern on behavioral intention. An alternative model
was built by excluding the direct path from general privacy concern to
behavioral intention. Model R2 decreases slightly from 33.7% to 31.9%,
suggesting that situational beliefs are more important in inﬂuencing
privacy decisions than general privacy concern. Therefore, when an
online shopper is interacting with a Web site, his or her privacy beliefs
are mainly inﬂuenced by situational emotions and fairness levers and
his or her privacy beliefs that are formed (situation-speciﬁc) play a
dominant role in driving his or her intention to disclose personal
information. In this process, the effect of general privacy concern is far
less important than these situational factors, i.e. emotions, fairness
levers and privacy beliefs.
Overall, this research contributes to the privacy literature in
e-commerce by integrating affective and cognitive situational factors at
a speciﬁc level to understand dynamic formation of privacy beliefs and
behaviors in a structured nomological net.
6.2. Research implications
The results of the study have several important implications for
research on online information privacy. First, the use of S–O–R model
as an overarching theory permits the examination of the effects of
both affective and cognitive factors and their relationships at a speciﬁc
level over and above that of general privacy concern. This study
expands our understanding of factors inﬂuencing privacy beliefs and
behaviors and helps to explain the weak, insigniﬁcant or even
contradictory effect of privacy concerns on privacy behaviors reported
Table 6
Comparison of relative explanatory power of initial emotions, fairness-based levers and
privacy concern.
R2

Privacy protection belief
Privacy risk belief

Emotions
only

Fairness levers
Only

General privacy
concern only

15.2%
10.9%

15.5%
14.5%

0.1%
6.1%

in some of the prior studies [1,3,37,45,63]. As this study only
examined a subset of situational factors at a speciﬁc level, future
research could investigate other situational factors. For example, effort
could be devoted to examining the effect of legislative and technical
solutions on privacy decisions and the potential interactions among
these solutions. It is possible that technical solutions are more
effective in enhancing privacy protection belief while legislative
solutions are more effective in reducing privacy risk belief. Interactions may also exist among situational factors. For example, fairness
levers may moderate the effect of legislative and technical solutions.
Second, the ﬁndings in this study highlight the contextual nature
of information sensitivity. The non-signiﬁcant role of information
sensitivity indicates that its effect is fully overridden by that of
perceived relevance. That is to say, the inﬂuence of the sensitivity of
information is relative and varies with the purpose of information
collection. This has important implications for theoretical development since it opens a new avenue for the exploration of contextual
nature of information sensitivity.
Third, we provide both theoretical and empirical support for the
inﬂuence of initial emotions (affect) on privacy beliefs (cognition)
even if online consumers were exposed to a later stage information
exchange, suggesting that the initial emotions have a lasting impact.
This builds and expands the recent growing body of IS research on the
impact of affect on cognition and behaviors [5,9,11,43,64,66].
Fourth, the ﬁndings support the dynamic formation of privacy
behaviors. It is important to consider the stage of interaction between
an online shopper and an unfamiliar Web site. Drivers of privacy
behaviors may vary at different stages of interaction between an
online shopper and the Web site. Before any Web site interaction,
general privacy concern may be the primary driver of online
consumers' privacy behavior. With progressive Web site interaction,
the effect of general privacy concern will be gradually mediated or
overridden by speciﬁc emotional and cognitive reactions to the Web
site. Speciﬁcally, during early interaction before information exchange, a good overall Web site impression is important for triggering
positive emotions which, in turn, inﬂuence privacy beliefs and
behaviors. During the later stage information exchange, fairness
levers reﬂecting FIP principles act as another important set of drivers
of privacy beliefs and behaviors. Future studies should consider the
stage of the interaction with a Web site when examining online
information privacy issues.
Fifth, the results of our study support the separation of privacy
protection belief and privacy risk belief. Despite some common
antecedents (joy and perceived relevance of information requested),
these two beliefs are also driven by different situational factors. Future
studies should separate these two privacy beliefs to gain more
insights about mechanisms that are effective for enhancing the
perceived level of privacy protection and/or reducing perceived
privacy-related loss potential.
6.3. Managerial implications
Our study has several important practical implications for online
vendors. First, our ﬁndings suggest that the effect of situational factors
tends to override general privacy concern when consumers are
interacting with a Web site. This may explain why the stated levels of
privacy concerns of online consumers often deviate from their actual
privacy decisions and behaviors.
Second, the longer lasting effect of initial emotions on privacy
beliefs suggests that online vendors without established reputations
need to pay special attention to the overall Web site design to
engender favorable initial emotions formed based on the ﬁrst
impression of the Web site. For example, fear may be reduced if the
site reﬂects a consumer's prototype of a highly reputable site. As
stated by a recent New York Time article “reasoning comes later and is
often guided by the emotions that preceded it” [8]. Favorable
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cognitive assessment of the privacy of a Web site does not form
independent of a good Web site design. These initial emotions
represent early hurdles that online vendors must overcome to attract
online consumers into later-stage information disclosure supporting
e-commerce transactions.
Third, information disclosure is inﬂuenced by privacy-related
cost–beneﬁt analysis, i.e. privacy protection belief and privacy risk
belief. Online consumers assess both the level of privacy protection
offered and potential privacy risks before disclosing their personal
information. Online vendors should take measures to enhance privacy
protection belief and reduce privacy risk belief. As suggested in this
study, they could rely on fairness levers to adjust these two types of
privacy belief. In particular, online vendors could post a privacy policy
to notify consumers about their commitment to fair information
practices, i.e. the level of privacy protection they offer. Another
effective fairness lever identiﬁed in this study is relevance of
information requested. The results of our study show that requesting
relevant information increases privacy protection belief and reduces
privacy risk belief. Therefore, online vendors need to be careful about
what information to collect and ensure the information collected is
legitimate or relevant to the purpose of the exchange.
6.4. Limitations and future research
Several limitations of this study should be recognized here. First,
common method variance (CMV) might be a potential threat to the
validity of our study. We attempted to reduce part of this threat by
using an anonymous questionnaire and dividing the questionnaire
into three sections with separate covers. Initial emotions before
information exchange were measured in section I of the survey before
subjects were exposed to the sign-up form of the Web site's 30-day
free trial program, i.e. the simulated information exchange and
subjects were required not to go back to the previous sections when
they were ﬁlling later sections of the questionnaire. Harman's singlefactor test was further used to assess the extent of common method
variance [53]. All items belonging to the seven latent constructs were
loaded simultaneously into an exploratory factor analysis, which
yields a seven-factor solution. This suggests that common method
variance is not a major problem. To further reduce the threat of
common method variance, future studies could use different methods
to measure independent and dependent variables. For example,
intention to give personal information could be replaced with the
measurement of actual privacy behaviors.
Furthermore, our studies only examined the effect of two privacy
beliefs in driving privacy decisions. Other beliefs may compete with
these two privacy beliefs. Future studies may focus on how privacy
decisions are driven by other economic or non-economic beneﬁts and
related beliefs. For example, the perceived usefulness of the product
or service could be important for privacy decisions, especially for Web
sites used for non-hedonic purposes. Additional research is also
needed to explore the impact of economic compensation on the
privacy calculus and the potential interaction with fairness levers.
From the perspective of social contract, fairness levers such as
relevance of information are very likely to moderate the impact of
economic beneﬁts on privacy decisions.
Finally, this study used online shoppers' information disclosure
intention as a surrogate for their actual privacy behavior. Although
information disclosure intention has been veriﬁed to strongly predict
actual disclosure behavior [67], future studies could be conducted to
test the potential direct effects of emotions and fairness-based
information levers on actual privacy behaviors.
7. Conclusions
Information privacy is a source of a growing tension between
online ﬁrms and consumers. This study focused on unfamiliar Web
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sites and identiﬁed two sets of important situational factors (initial
emotions and fairness levers) inﬂuencing consumers' privacy beliefs
and decisions. The results of our study suggest that, initial emotions
(joy and fear) formed based on overall Web site impression act as
initial hurdles of information disclosure and were found to have a
lasting coloring effect on later stage cognitive processing or the
formation of salient privacy beliefs. Once online consumers enter
information exchange stage, fairness-based levers (awareness of
privacy policy and relevance of information) further adjust privacy
protection belief and privacy risk belief.
Appendix. Survey instrument

Joy [55]
Joy1
Joy
Joy2
Enjoyment
Joy3
Pleasure
Fear [55]
Fear1
Fear
Fear2
Uneasiness
Fear3
Anxiety
Perceived relevance of information [59]
Relev1
Information gathered seemed relevant for signing
up for the 30-day free trial program
Relev2
Questions in the signup form appeared to have a
bearing upon the purpose of the signing up.
Relev3
Information collected in the signup form look
appropriate for signing up the free-trial program.
Privacy protection belief [51]
PB1
I am conﬁdent that I know all the parties who would
collect information if I transact with this vendor.
PB2
I am aware of the exact nature of information that
will be collected during a transaction with this
vendor.
PB3
I believe I have control over how my information
will be used by this vendor if I transact with this
vendor.
PB4
I believe I can subsequently verify the information I
provide during a transaction with this vendor.
PB5
I believe there is an effective mechanism to address
any violation of the information I provide to this
vendor.
Privacy risk belief [45]
PRB1
It would be risky to disclose my personal
information to this vendor.
PRB2
There would be high potential for loss associated
with disclosing my personal information to this
vendor.
PRB3
There would be too much uncertainty associated
with giving my personal information to this vendor.
PRB4
Providing this vendor with my personal
information would involve many unexpected
problems.
Behavioral intention to give personal information [45]
Please specify the extent to which you would reveal your personal information to
this vendor.
BI1
Unlikely/likely
BI2
Not probable/probable
BI3
Impossible/possible
BI4
Unwilling/willing
General privacy concern [45]
PC1
Compared to others, I am more sensitive about the
way online companies handle my personal
information.
PC2
To me, it is most important to keep my privacy
intact from online companies.
PC3
I am concerned about threats to my personal
privacy today.
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