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Distributed Knowledge Networks (DKN) provide some of the key enabling tech-
nologies for translating recent advances in automated data acquisition, digital storage,
computers and communications into fundamental advances in organizational decision
support, data analysis, and related applications. DKN include computational tools
for accessing, organizing, transforming, assimilating, and discovering knowledge from
heterogeneous, distributed, possibly mobile, data and knowledge sources (including tra-
ditional databases, legacy systems, text repositories, sensors, image collections, mobile
devices and specialized simulations) for distributed problem solving and decision mak-
ing under tight time, resource, and performance constraints. DKN find applications
in such diverse areas as organizational memory and decision support systems, inter-
net and intranet based information systems, healthcare information systems, and agile
distributed design and manufacturing environments. This paper summarizes current
research on DKN at the lowa State University Artificial Intelligence Laboratory.

1.1 Introduction

Organizational decision support (situation assessment, decision-making under
uncertainty), distributed design and manufacturing, healthcare information sys-
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tems advanced scientific research (e.g., the genome project), military applica-
tions (e.g., intelligence data handling, situation assessment, command and con-
trol), law enforcement (e.g., terrorism prevention), crisis management, power
systems, communications infrastructure, offer numerous examples of scenarios
which call for reactive as well as proactive decision making, often under tight
time, resource, and performance constraints to accomplish the desired objec-
tives. Recent advances in sensor, high throughput data acquisition, and digital
information storage technologies, have made it possible to acquire and store
large volumes of data in digital form. Advances in computers and commu-
nications, Internet, and mobile computing have made it possible for decision
makers, to have at their disposal, at least in principle, large volumes of data as
well as analysis and decision support tools residing on multiple, geographically
distributed, heterogeneous, hardware and software platforms around the globe
that are connected to the Internet. However, in order to translate the advances
in our ability to acquire, store, and analyze data in increasing volumes and at
increasing rates into gains in our understanding of the respective domains and
new capabilities for effective decision-making, sophisticated tools are needed for
information retrieval, knowledge discovery, and distributed problem solving and
decision making.

The following examples motivate some of the problems that need to be ad-
dressed: Decision-makers in organizations, in order to be able to effectively
perform their responsibilities, need to have critical information in a timely fash-
ion. Day-to-day operations of organizations involve data gathering and analysis,
situation monitoring and assessment, and search for potentially interesting pat-
terns in data as it is being gathered to help in the decision making process.
This information can be extremely valuable to decision makers in taking both
proactive as well as reactive measures designed to ensure effective functioning of
organizations.

Large organizations will benefit from digital repositories of transcripts of
meetings, memos, performance data, key decisions; etc. that make up their
organizational memories. Such organizational memories, if suitably structured
and indexed in a form that lends itself to automated context-sensitive retrieval
and automated or semi-automated analysis can significantly enhance the effec-
tiveness of the decision making process.

In a distributed manufacturing scenario, organizations desirous of participat-
ing in a virtual enterprise, need to be able to access and effectively use informa-
tion (e.g., specifications, availability, prices, production schedules) about parts
produced by potential partners around the globe.

Healthcare providers, in order to provide effective and timely care for a pa-
tient in an emergency, need access to the patient’s records regardless of the
patient’s place of residence. The patient’s medical history and may be dis-
tributed in information systems autonomously owned and operated by healthcare
providers around the country. Increasing the efficiency and quality of healthcare
calls for constantly monitoring the healthcare system, gathering and analysing
data, to discover what works and what does not (using automated or semi-
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automated knowledge discovery tools) to support the decision makers.

Development of sophisticated information systems to support precision agri-
culture calls for tools to access, gather, analyse, and use data and knowledge
from multiple heterogeneous data and knowledge sources (geographical informa-
tion systems, weather reports, economic data, etc.)

Scientists working on a complex problem (e.g., identification of the cause
of a new disease) need to access and analyse a wide range of data sources
(e.g., case histories of patients around the globe that report similar symptoms,
databanks maintained by various national and international laboratories about
known viruses, etc.).

Leaders of multinational businesses, in order to continually position their
organization to succeed in a competitive, dynamic, and increasingly inter-
dependent global market, need tools to utilize information from diverse sources
(e.g., political developments, stock market data, labor market information, eco-
nomic developments, technology news, etc.)

Having the right information at the right time at the disposal of the decision
makers will often mean that potential hotspots can be dealt with and major crisis
prevented. However, given the complex dynamics and increasingly interdepen-
dent nature of organizations, it is impossible to completely avoid unanticipated
developments or crises. In a crisis, it 18 of utmost importance to make available
to the decision makers, accurate information at the right time without over-
whelming them with large volumes of irrelevant data. The availability of data
in digital form also presents opportunities for discovery of otherwise hidden reg-
ularities or patterns in specific domains. The knowledge so gathered can be
useful in the decision-making process.For example, businesses can discover and
use knowledge to predict and hence respond to anticipated demands of specific
products.

Translating recent advances in our ability to gather, store, and analyze a
wide variety of data on multiple, geographically distributed, heterogeneous and
often autonomously owned and operated hardware and software platforms into
significant breakthroughs in distributed problem solving and decision making
in industrial, scientific, business, and related applications presents significant
challenges in several areas of computer and information science and technology.
It is important to emphasize that no existing system comes close to meeting this
need although researchers have begun to attack some of the technical challenges
that need to be overcome.

We propose a modular and and scalable approach to addressing these chal-
lenges by building distributed knowledge networks (DIKN). The rest of this paper
is organized as follows: Section 1.2 briefly describes the key technical problems
that need to be addressed in the design and implementation of DKN. Section 1.3
describes our approach to the design of DKN and briefly discusses the current
state of the implementation and applications of DKN. Section 1.4 concludes the

paper.
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1.2 Technical Problems

Some of the key technical problems that need to be addressed in the design
implementation, and successful deployment of distributed knowledge network
tools for practical applications are summarized below.

In many instances, the data sources are geographically distributed. This calls
for the use of information assistants or software agents for intelligent, selective,
and context-sensitive data gathering and data assimilation prior to large scale
data analysis. Hence, DKN include tools for monitoring different data sources
and routing the appropriate information selectively to relevant sites or specific
users. Since the information of interest is user and context-dependent, the tools
are customizable to specific users and information contexts.

Given the large volumes of data involved, it is desirable to perform as much
analysis as feasible at the sites where the data is located and transmit only the
results of analysis rather than flooding the network with data. Hence, DKN use
mobile software agents that can transport themselves to appropriate sites, carry
out the computation on site, and return with useful results.

Since the data sources are often autonomously owned and operated, and
reside on heterogeneous hardware and software platforms, their effective use
requires a sufficient degree of interoperability among the different data sources
(despite their heterogeneity). For example, military applications have to access
and utilize data from multiple sensors, intelligence sources, etc. Hence, DKN
make use of intelligent software agents to provide seamless access to such data
sources.

The data sources contain multiple types of data (text, images, relational
databases, sequence data, spectrograms, protein structures, etc.) Hence, DKN
provide tools for extracting, transforming, and assimilating relevant information
from heterogeneous data sources into a data warehouse where it can be further
analyzed to facilitate knowledge discovery.

The data sources are dynamic (i.e., they change quite rapidly over time as
data items are added or modified). Hence, DKN include software agents that
detect and propagate the changes and trigger the necessary updates in the af-
fected data and knowledge repositories. For example, in organizational decision
support applications, interpretation of data from different units of the organi-
zation might be influenced by the contents of independently gathered financial
reports and reports of political developments in the relevant regions.

The large volumes of data, the range of potentially relevant and useful com-
plex interrelationships that need to be discovered, and the diversity of data
sources challenge state-of-the-art approaches to data mining and knowledge dis-
covery. Hence, DKN adapt and extend current statistical and artificial intelli-
gence tools to support data-driven knowledge acquisition and incremental theory
refinement from multiple heterogeneous, structured as well as semi-structured
data and knowledge sources (including multiple types of sensor data, text, im-
ages, etc.)

Design of complex information systems in general, and knowledge networks
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in particular, in order to be feasible, often requires modular design which in-
volves the decomposition of the overall task into more manageable subtasks.
Hence, DKN consist of multi-agent systems that are made of multiple, more or
less autonomous agents, each of which is responsible for a data source (e.g., an
independently managed database) or analysis capability (e.g., a knowledge dis-
covery tool). Modular design also lends itself to being adapted and extended for a
broader class of knowledge network applications. In order to ensure satisfactory
operation of multi-agent systems, DKN include mechanisms for coordination and
control of collections of agents.

In addition to the technical problems listed above, additional issues that
need to be addressed have to deal with reliability, fault-tolerance, performance,
and security of the infrastructure that is needed to provide the necessary con-
nectivity among the distributed data and knowledge sources and users. These
issues are being addressed by multiple research groups working on the physical
(hardware) aspects of the information infrastructure and are beyond the scope
of our research.

1.3 Design of Distributed Knowledge Networks

Our current design of DKN consists of the following components: a mobile
agent infrastructure; intelligent agents for information retrieval, information ex-
traction, assimilation, and knowledge discovery; and coordination and control
mechanisms for multi-agent systems. The system consists of modular and ex-
tensible, object-oriented toolkits for rapid design and prototyping of multi-agent
systems for different applications.

Mobile agent technology [21], facilitated by recent advances in computers,
communications, and artificial intelligence, provides an attractive framework for
the design and implementation of communicating applications in general, and
distributed networks in particular [21, 4]. A mobile agent is a named object
which contains code, persistent state, data and a set of attributes (e.g., move-
ment history, authentication keys) [21] and can move about or transport itself
from one host to another as needed for accomplishing its tasks. Mobile agents
provide a potentially efficient framework for performing computation in a dis-
tributed fashion at sites where the relevant data is available instead of expensive
shipping of large volumes of data across the network.

There is considerable ongoing research on mobile agent infrastructures (MAT)
[21, 23]. Most MAT designs consist of at least three components: agent servers,
agent interface, and agent brokers (service directory). Agent servers support ba-
sic agent migration mechanisms, authentication, and sometimes provide other
services. Agent brokers provide addresses of agent servers and support mecha-
nisms for uniquely naming agents and agent servers. The agent interface is used
by application programs to create and interact with agents. Recently, a consor-
tium of several companies and research groups has proposed standards (MAF)
for key aspects of mobile agent infrastructure to facilitate interoperability among
different mobile agent systems (despite their different architecture, design, and
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implementation choices).

We have explored DKN prototypes using the commercially available Voy-
ager mobile agent infrastructure. We have also designed and implemented an
MAF-compliant, platform independent, MAT [23] in Java using Common Object
Request Broker Architecture (CORBA) for managing distributed objects. On-
going research seeks to build on this work using DKN designs implemented on
different mobile agent platforms to evaluate the portability and interoperability
of DKN across multiple MATs as to extend the design of MAT with emphasis on
reliability, scalability, and performance.

Intelligent agents — software entities that perform specific tasks on behalf
of users with varying degrees of autonomy and intelligence [2, 4] — offer an
attractive approach to the design of DKN components. Of particular interest are
reactive agents which respond reactively to changes that they perceive in their
environment, deliberative agents that plan and act in a goal-directed fashion,
utility-driven agents that act in ways designed to maximize a suitable utility
function, learning agents which modify their behavior as a function of experience,
and agents that combine different modes of behavior [16, 4].

The prototype DKN systems that we have implemented include intelligent
agents for customized information retrieval, information assimilation, and knowl-
edge discovery functions. Customizable information retrieval agents acquire user
preferences using machine learning techniques [10, 9, 27, 26] and have been suc-
cessfully incorporated into mobile agents for selective retrieval of journal arti-
cles, news articles, email messages, etc. from remote sites [26, 27]. Our current
research aims to extend the capability of customizable information assistants
for monitoring multiple, heterogeneous data sources (e.g., traditional databases,
image data, scientific databases, text, legacy systems, simulations) to address
information retrieval problems that arise in large organizations, healthcare, man-
ufacturing, and business applications.

Use of data from heterogeneous data sources residing on multiple hardware
platforms and operating systems at different geographical locations requires a ro-
bust and flexible framework for interoperability between the various data sources
and clients. Interoperability among multiple hardware and software platforms
while using standard relational databases has become easier to manage with
the availability of platform-independent tools such as the JDBC and CORBA.
However, DKN have to be able to provide seamless access to data that 1s dis-
tributed over multiple relatively autonomous databases, as well as data that is
heterogeneous in form and/or content.

Approaches to processing heterogeneous data sources can be broadly classi-
fied into two categories: multidatabase systems [18] and mediator based systems
[22]. The multidatabase systems [18] apply traditional database techniques to
bridge the mismatch between the underlying data sources. Our work has ap-
proached this task using object-oriented views [31] which exploits the underlying
object structure for incorporating the rich semantics of the common data types.
It creates a uniform interface to multiple databases to hide the heterogeneity
and the distributed nature of the underlying data sources. Mediator based sys-
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tems [22] offer an approach to bridging the mismatch between heterogeneous
data sources. In a mediator-based system, new data sources can be added by
simply formulating a set of rules that define the new data source. Although no
current implementation offers the full range of capabilities envisioned in [22],
some implementations are underway.

Our approach to the design of DKN takes a pragmatic approach to heteroge-
neous database interoperability. It borrows from both the multidatabase as well
as the mediator-based approaches to design and implement an object-oriented
data warehouse [8, 3] based on object-oriented views using knowledge-based soft-
ware agents. Data source, domain, and application-specific knowledge is used to
extract, transform, assimilate, and organize information from multiple heteroge-
neous data sources (including legacy systems) in one or more data warehouse(s)
[11] in a form that is suitable for selecting information using sophisticated queries
as well as further analysis (e.g., using data-driven knowledge acquisition and
theory refinement). Current work is aimed at building on and extending this
system to incorporate a broad range of tools for data transformation and infor-
mation extraction from different types of data. These tools will include software
agents for extracting information from different types of data including text
(using domain-specific text analysis) and images (using domain-specific image
analysis) and legacy systems.

Given the large volume, diversity, and variety of data to be analyzed in spe-
cific applications and the range of scientifically relevant but complex relations
that are likely to exist among them, DKN have to include sophisticated tools for
data-driven knowledge discovery. Machine learning currently offers one of the
most practical and cost-effective approaches to automated or semi-automated
data-driven knowledge discovery and theory refinement. A variety of approaches
to machine learning [12, 5] including artificial neural networks, statistical meth-
ods syntactic methods, rule induction and evolutionary techniques are available.
Examples of problems where machine learning has produced knowledge that is
competitive with that of human experts include diagnosis, credit risk assess-
ment, etc. The nature of the knowledge acquisition and discovery process and
the choice of specific algorithms or tools to be used for the task depends on a
number of factors [5, 12] such as: Overall objectives of the knowledge acqui-
sition task (e.g., pattern classification, prediction, theory refinement, control);
The nature and amount of a priori domain knowledge that i1s available; Choice
of data (e.g., feature vectors, text, images) and knowledge representation (e.g.,
decision trees, neural networks, rules); The amount as well as the quality of data
that is available; and Whether all of the necessary data is available for learning
from data or whether there is a need for incremental knowledge refinement as
new data is gathered.

Automated knowledge acquisition and discovery from a diverse collection of
heterogeneous data sources such as the ones encountered in DKN applications,
calls for a system that supports the use of multiple machine learning paradigms
and algorithms as needed. Furthermore, the system must be modular and exten-
sible so that the individual knowledge acquisition modules using specific machine
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learning algorithms can be easily added, modified, or replaced with minimal ef-
fect on the rest of the system. To address this need, our recent work has focused
on the design, implementation, and evaluation of a modular, flexible, and ex-
tensible toolkit of machine learning algorithms. The toolbox includes several
algorithms for: the design of artificial network pattern classifiers [15, 29, 30, 6];
automated feature subset selection to improve the accuracy of learned classifiers
[25]; induction of finite state automata from examples [14]. These algorithms
have been successfully applied for automated knowledge acquisition in a number
of domains including diagnosis [1] and the design of customizable information
assistants [28, 26]. More recently, such tools have More recently, such tools have
been applied to the problem of data-driven refinement of available knowledge (in
the form of rules provided by domain experts) in several bioinformatics applica-
tions [13]. This resulted in substantial increase in prediction accuracy on novel
data (not used for training) over that obtained using using expert knowledge
alone.

In order for largescale application of machine learning algorithms in bioinfor-
matics applications to be feasible, tools for handling diverse data sources (includ-
ing text images, relational data, legacy data), as well as effective means of en-
coding and using domain-specific knowledge (available through domain experts
in a form that lends itself to use by automated techniques need to be developed.
Furthermore, knowledge discovery in the real world often has to contend with
partial or incomplete data, there is a need for incremental data-driven knowledge
refinement algorithms. Hence, our current research seeks to adapt, extend, and
apply machine learning tools for automated and semi-automated incremental
knowledge discovery and theory refinement heterogeneous data sources of the
sort encountered in DKN applications. These tools will be integrated into sta-
tionary and mobile software agents for knowledge discovery. Specific technical
issues to be addressed include design of learning algorithms to acquire knowledge
from heterogeneous semi-structured data (e.g., data from genome and protein
databases), data preprocessing and data transformations needed to facilitate
learning, techniques for encoding and using available domain-knowledge to aid
learning, algorithms for cumulative learning from multiple data sources over
time, and new tools to aid the extraction, transformation, and assimilation of
the acquired knowledge into distributed knowledge networks.

Multi-agent systems are natural consequences of a modular approach to de-
signing complex distributed knowledge networks. In such multi-agent systems,
satisfactory completion of the tasks at hand depend critically on effective com-
munication and coordination among the agents. In order to harvest the potential
power of such systems in practical applications, especially when the individual
agents might be autonomous (e.g., the agents associated with independently
managed data sources as is often the case when dealing with distributed data
sources in practical applications), it is essential that suitable mechanisms be de-
vised to exercise adequate control over the behavior of such systems. In multi-
agent systems, the notion of control suggests such functions as coordination
among agents, synchronization among multiple agents, activation and deactiva-
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tion of individual agents or groups of agents, selection among agents, creation of
new agents when needed, elimination of agents that are no longer needed, adap-
tation of individual agents and agent populations to changes in the environments
or task demands, learning (both at the individual as well as group levels) from
experience, and (at a much slower timescale) evolution of agent populations to-
ward more desirable behaviors. Both natural and artificial systems offer rich
sources of examples of a wide variety of coordination and control mechanisms
that can be beneficially incorporated into DKN [7, 20].

The current implementation of DKN includes a modular and extensible im-
plementation of a general framework for inter-agent negotiation inspired by the
contract net protocol (CNP) [19, 17, 24] which provides an attractive framework
for negotiation and coordination among self-interested rational agents. Within
this framework, each agent can announce tasks, make bids, evaluate bids made
by other agents to complete the tasks, and offer contracts. Prototype DKN
systems that utilize CNP have been implemented and tested on information
retrieval and knowledge discovery applications. Systematic evaluation of CNP
and related coordination mechanisms and design and implementation of other
inter-agent coordination mechanisms (e.g., hierarchies and other structures in-
spired by biological and social organizations) in the context of specific DKN
applications are topics of ongoing research.

1.4 Summary

In this paper, we have outlined some of the key technical challenges involved
in translating recent advances in computers, communications, data acquisition
and digital storage technlogies into fundamental gains in science, technology,
and decision support applications. We have also sketched out the distributed
knowledge networks approach to meeting these challenges. DKN provide so-
phisticated tools for automated information retrieval, information extraction,
knowledge discovery, information and data organization and assimilation, dis-
tributed problemsolving and decision support tasks. DKN build on and ex-
tend recent advances in artifcial intelligence (intelligent agents and multi-agent
systems, machine learning, distributed problemsolving), distributed computing
(mobile agents), databases (data warehouses, multidatabases), and information
retrieval to provide a moduilar, extensible, and scaleable solution to these prob-
lems. DKN are being applied in a variety of domains including bioinformatics
(e.g., computational genomics and proteomics), organizational decision support
systems, monitoring and control of complex systems (e.g. intrusion detection
and countermeasures in computer networks).
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