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ow can information and communications technologies be
better used to support the more then eight million first
responders in U.S. homeland security? First responders are
members of organizations and agencies such as emergency
communications centers; emergency medical services; fire,
rescue, and hazardous material response teams; law
enforcement agencies; the Red Cross, and other disaster relief organi-
zations [1]. In most cases first responders are those people who, dur-
ing an event or incident, are the prime evaluators of threat and risk to
homeland security. These people become the primary link in a chain
of information exchanges that lead to making critical, perhaps lifesav-
ing, decisions.

A typical first responder’s work is characterized by routine occur-
rences punctuated by periodic emergencies. First responders’ work is
often structured around responding to incidents and events, the cause,
severity, and consequences of which are not readily discernable. These
incidents rarely occur at predetermined places or times. Thus, the rou-
tine patrol of a police officer can shift to emergency mode as a result
of a single call from the police dispatcher. Many first responders are
mobile as part of their routine work and must relocate to an incident
site in an emergency, which means they must bring what they need
with them or function with what they have to contain the situation
[6]. However, some assessments of U.S. homeland security lament that
first responders’ needs for information access and sharing are not well
supported, and are often disconnected from both the information sys-
tems and databases central to effective homeland security [5, 8].

Our interests in first responders, homeland security, and uses of
computing motivated us to conduct a field trial of mobile access to the
Commonwealth of Pennsylvania’s Justice Network (JNET). For the
purposes of this trial, mobile access meant using third-generation
(3G) public wireless networks. A 3G network provides enough band-
width to transmit photos and other large files securely to mobile and
remote users. Several commercial wireless service providers (such as
Horizon PCS, a Sprint subsidiary used for our trials) have built out
their 3G networks and one goal of the field trial was to assess whether
first responders could effectively use this public telecommunications
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Suppom'ng secure wireless
access to databases via public
telecommunications infrastructure.

infrastructure for their routine and emergency needs.

We partnered with JNET because this application provides a secure
means to search more than 20 public-safety-related databases' [2]. A key
aspect of the JNET architecture is the access it provides to residents’ dri-
ver’s license photos. Secure (and authorized) access to this range of avail-
able criminal justice data has been considered both critical and not
possible for most public safety and police officers to date. The JNET
approach—federated databases connected through a Web-based appli-
cation/portal—reflects the new range of systems being developed to
support criminal justice and homeland security work [2]. JNET’s
fixed-site desktop access currently experiences 45,000 hits and
2,000 interagency notifications per month and has been a sig-
nificant asset to Pennsylvania’s criminal justice efforts [7].

Thus, a second goal of the field trial was to better
understand the technical needs, operational uses,
and strategic opportunities of first responders’
mobile access to JNET (and to the Web more
generally) via laptop computers and PDAs

using public 3G networks—see the sidebar,

“The Field Study Method.”

Observations from the

Field Trials

The four observations we discuss are drawn from
interviews, time diaries, observations, and ride-
alongs, call logs, and unobtrusive traffic records.

Mobile access to JNET is a ‘killer application’ for first
responders. Driver’s license photos were the most requested
information, just as they are for fixed-site JNET users. Dri-
ver’s license photos provide a means of identifying and
linking people (and their pictures) to vehicle registra-
tion, addresses, and other activities such as warrants,
tickets, and other criminal justice incidents. JNET’s

The JNET program is operated by the Pennsylvania Office of IT and 15 Pennsylvania criminal justice
agencies. For more on JNET and its role in both public safety and U.S. homeland security,
see WWWw.pajnet.state.pa.us.
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value to trial participants is evident even though they
had to grapple with the constraints of limited coverage
on, and unstable access to, the 3G wireless network.
For example, trial participants are highly conscious of
security of information and they valued the steps taken
by JNET to keep information secure during the field
trial even though it added several steps to the log-in
process.

We learned that connection reliability is more impor-
tant to officers than is data download speed. When offi-
cers need identity or criminal justice data during an
incident, they radio the police dispatcher. The dis-
patcher’s proxy query takes place in parallel with the
officer’s incident management at the scene. Thus, there
is no time penalty during a situation in which officers at
the scene typically cannot divert their attention to deal
with a query/response. Therefore, officers depend on
the dispatcher to return information. More generally,
we realize that the dispatch model is so central to cur-
rent first-responder processes that it should be consid-
ered an integral aspect of new applications and not seen
as an organizational work structure to be changed.

This observation suggests two things. First, that the
value of high-speed access to data for trial participants
is not tied to how much or how often, it is a matter of
connectivity when it is needed. The common concep-
tualizations of value being measured by volume or use
time are incorrect. Second, that future developments of
JNET (and applications to support first responders)
should be designed to work with existing dispatcher
schemes. For example, if a JNET request was initiated
by an officer (perhaps as a voice-driven query) and this
request was completed and sent through dispatch, the
officer would continue to have hands-free (and eyes-
free) operations, the current working dispatch-centric
model would be supported, and the query’s results
could be easily sent on to other units as needed.

Trial participants have welcomed the mobile devices
and advanced information and communications tech-

nologies in general. Participants are hopeful about the
roles that mobile devices and wireless access can play in
making their work life safer and also better enable them
to perform their duties. They see the devices as part of
a larger ensemble that could include local printers, dig-
ital cameras, driver’s license scanners, and the ability to
file reports via wireless connectivity: they want more.
The officers in our trial are patient and willing to wait
until something is proven to work before incorporating
it as part of their daily routine. Based on the positive
results of the laptop trial both the participants and
study team expected significant usage of the PDA.
However, the PDA battery life was not sufficient to
maintain connectivity with the 3G network over long
periods and this led trial participants to stop using their
PDAs for mobile access. Instead, officers used PDAs
for scheduling, contacts, note-taking and many other
tasks. Our experience indicates first responders are will-
ing to take on new tools, but will not compromise their
(or anyone else’s) safety if the device or application does
not work. The JNET applications that are very useful
for deskbound workers are neither fast enough nor
focused on the needs of mobile workers, making use
difficult during incident response.

We also note that the value of mobile access seems
to be tied to particular aspects of their work. Mobile
access and JNET use seems important to only certain
tasks and events in the work of our participants. For
example, in the eight-hour shifts we observed during
ride-alongs, officers typically were engaged in informa-
tion-seeking tasks for less then 15% of the total shift
time. Self-reported time-diaries corroborate that infor-
mation-seeking activities are a small but very critical
aspect of police officer’s work.

Use of mobile [NET does not alter existing organiza-
tional links. We imagined at the trial’s outset that
increased access to information might lead to changed
interactions among personnel; there is no evidence of
this in our experience. One possible artifact of the field

The Field Study Method

The trial was designed in two phases. The first was
limited to five participants and focused on lap-
top usage. The second involved 13 participants and
focused on PDA usage. Both phases lasted three
months. Participants were police and other public-
safety officers from within one Pennsylvania county.
We used a four-pronged mixed-method approach to
gather data: interviews and focus groups; ride-alongs
and direct observation; pre- and post-trial survey
data; and unobtrusively collected data on actual Web
use, JNET use, and wireless connection use. This com-

bination of methods allowed us to answer questions

about where, when, and why this technology was used
and why not. These methods also allowed us to
answer important questions about first responders’
and criminal justice organizations’ unique use of
mobile technology. The field trial arises from an
ongoing partnership among: Pennsylvania state gov-
ernment (Office of Information Technology and Jus-
tice Network Project); Lucent Technologies; Boston
University’s Institute for Leading in a Digital Econ-
omy; Pennsylvania State University’s School of Infor-
mation Sciences and Technology; Horizon PCS; and
Novatel.
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trial is that it created a reason for a number of local and
county units to work together, and this has had an unin-
tended but welcome positive effect of collaboration.
These newly exercised links have led to demonstration
efforts for other county public safety offices and local
police units and interest in developing community
policing grant proposals. But, in the short span of our
six-month, two-phase trial, involving the day-to-day
work of policing and public safety, JNET and mobile
access has not changed communication patterns.
First-responder organizations have limited IT support
and diverse IT infrastructures. The officers in our trial
relied chiefly on themselves and on each other to learn
to use and troubleshoot the laptops and PDAs. Each of
the three units participating in the trial had different IT
infrastructures and often these were supported through
a variety of contracts to different third-party vendors.
This is common in public-sector I'T: limited I'T support
and piecemeal IT infrastructures [4]. During the trial we
dedicated 20 hours per week of technical support for the
participants and we were always over-tasked. It could be
that production deployment may be easier to support if
the systems are extremely reliable and devices/applica-
tions are designed for specific use by first responders.
However, increased local IT support is crucial.

Implications and Issues
ireless communication devices may
have a role in facilitating communica-
tions between criminal justice person-
nel, but in this case they do not reduce
the number of people involved in the
process of completing any task,
change the roles that any person currendy plays, or
reduce the number of steps in any process. The real
implication for wireless computing is using the current
people and processes—but allowing information to flow
more quickly from repositories to people, and from per-
son to person, at very important critical moments.

Successful systems in support of first responders will
be driven by their users [3]. Our trial experience indi-
cates laptop computers are too big and too tethered to
the officer’s car while PDAs are too small and have a
limited amount of battery life. We learned that these
officers must have adequate power and screen size to
use the graphic data they require and cannot always be
tethered to their cars to acquire this data. Thus, future
trials should test pen-based tablets that are ruggedized
to meet first responders’ work conditions. In addition,
all future devices should be designed to load photos and
maps quickly since they are in the highest demand.

In order for wireless access to find a place on the offi-
cers tool belts, it needs to be reliable, as it could be nec-
essary to save their lives or the lives of those they

protect. The data these officers require is time- and
task-specific—just as always-on Internet connections
are replacing dialup modem connectivity, first respon-
ders need an always-on network. In addition, they must
know this access will be there whether they need it once
a week or once a year. To achieve this, I'T security mea-
sures must be made more streamlined, seamless, and
immediate to provide officers with the information
they require on demand.

Beyond the technical constraints and opportunities
identified by our trial, we have four findings reflecting
the role of this trial in strategic experimentation involv-
ing mobility. First, applications like JNET will be key
elements in any information system to support first
responders. Second, the use of public 3G networks to
support U.S. homeland security is possible only if cov-
erage and reliability goals are met. Third, such systems
will require a federated view of the entire enterprise,
demanding a focus on interoperability. There are too
many critical and unique information systems support-
ing so many disparate organizations to imagine one
large system. Instead, our experience suggests that por-
tal and broker models such as JNET are the proper
architecture to support first responders. Finally, we have
learned that future trials should rely more on current
dispatch and local control models with a focus on coor-
dination. These are some of the issues to be tested in
the next strategic experiment. @

REFERENCES

1. First Responder Association; www.wmdfirstresponders.com/.

2. Harris, K. Integrated Justice Information Systems: Governance Structures, Roles

and Responsibilities. The National Consortium for Justice Information and

Statistics, 2000; www.search.org/integration/default.asp.

Manning, P. Information technology in the police context: The ‘Sailor’

phone. Information Systems Research 7, 1 (1996), 275-289.

4. National Association of State Chief Information Officers. Best Practices in the Use
of Information Technology in State Government. NASCIO, 2002, Lexington, KY.

. National Science Foundation. Award announcement to support Responding

to the Unexpected; www.nsf.gov/od/lpa/news/03/pr03103.htm, July, 2003.

Nulden, U. Investigating police practice for design of IT. In Proceedings of

CHI 2003, 820-821.

7. Pennsylvania Justice Network (JNET). /NET Project Summary, 2003;
Wwww.pajnet.state.pa.us/ pajnet/cwp/view.asp?a=2138&q=75743.

. Rudman, W., Clarke, R. and Metzel, J. Emergency Responders: Drastically
Underfinded, Dangerously Unprepared. Report of an Independent Task Force
sponsored by the Council on Foreign Relations, July, 2003;
www.cfr.org/pdf/Responders_TF.pdf.

Nl

N

o

o)

STEVE SAWYER (sawyer@ist.psu.edu) is an associate professor in the
School of Information Sciences and Technology at Pennsylvania State
University.

ANDREA TAPIA (atapia@ist.psu.edu) is an assistant professor in the
School of Information Sciences and Technology at Pennsylvania State
University.

LEONARD PESHECK (pesheck@lucent.com) is the manager of Lucent
Technologies’ Mobility Solutions Trials Department, Naperville, IL.
JOHN DAVENPORT (c-jdavenpo@state.pa.us) is a technology advisor
with JNET Office, Harrisburg, PA.

© 2004 ACM 0002-0782/04/0300 $5.00

65

COMMUNICATIONS OF THE ACM March 2004/Vol. 47, No. 3



