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Abstract. This research analyzes consumer privacy issues pertaining to the
newly developing wireless marketing context, specifically, wireless advertising
messaging (WAM). We develop a conceptual framework named as DIGs
(Design innovation/Industry self-regulation/Government regulation/Standards)
to assess the efficacy of industry self-regulation, government regulation, and
technological solutions in ensuring consumer privacy in WAM. In addition to
enhancing our theoretical understanding of WAM privacy, these findings have
important implications for WAM service providers, mobile consumers, as well
as for regulatory bodies and technology developers.

Keywords: Fair Information Practice Principles (FIPP), industry self-
regulation, government regulation, privacy enhancing technologies (PETs), ar-
chitecture design, wireless advertising messaging (WAM).

1 Introduction

The ubiquity of computing and the miniaturization of mobile devices have generated
unique opportunities for wireless marketing that could be customized to an individ-
ual’s preferences, geographical location, and time of day. Unsurprisingly, the com-
mercial potential and growth of wireless marketing have been accompanied by
concerns over the potential privacy intrusion that consumers experience, such as wire-
less spam messages or intrusive location referencing. This research analyzes privacy
issues pertaining to wireless advertising messaging (WAM). In this article, WAM is
provisionally defined as advertising messages sent to wireless devices such as cellular
telephones, personal data assistants (PDAs) and smart phones.

Fair information practice principles (FIPP), the global standards for the ethical use
of personal information, are generally recognized as a standard that addresses con-
sumer privacy risk perceptions. Prior privacy literature describes three approaches to
implement FIPP: industry self-regulation, government regulation and privacy-
enhancing technologies [15, 19]. Industry self-regulation is a commonly used ap-
proach that mainly consists of industry codes of conduct and self-policing trade
groups and associations as a means of regulating privacy practices. Seals of approval
from trusted third-parties (such as TRUSTe) are one example of the mechanism that
was created to provide third-party assurances to consumers based on a voluntary
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contractual relationship between firms and the seal provider. Government regulation
is another commonly used approach for assuring information privacy, which relies on
the judicial and legislative branches of a government for protecting personal informa-
tion [37]. Finally, PETs, also known as privacy-enhancing or privacy-enabling tech-
nologies, are broadly defined as any type of technology that is designed to guard or
promote the privacy interests of individuals [9]. PET designers often argue that per-
haps technological solutions to privacy, although widely implicated for enabling
companies to employ privacy invasive practices, could play a significant role in pro-
tecting privacy, particularly because of its ability to cross international political, regu-
latory, and business boundaries, much like the Internet itself [41].

In general, the public has been skeptical about the efficacy of privacy-enhancing
technology and industry self-regulation for protecting information privacy [19, 24,
42]. Privacy advocates and individual activists continue to demand stronger govern-
ment regulation to restrain abuses of personal information by merchants [13, 37]. We
seek to contribute to this debate by discussing whether privacy assurance should be
better addressed by policy (through industry self-regulation or government regulation)
or by design (through privacy enhancing technologies). Toward this end, we develop
a conceptual framework named as DIGs (Design innovation/Industry self-regulation/
Government regulation/Standards) to assess the relative effectiveness of industry self-
regulation versus government regulation versus technological solutions in ensuring
consumer privacy in WAM. Figure 1 depicts the DIGs framework.
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2 Privacy Standards: The Fair Information Practice Principles

Privacy practices in WAM are subject to a range of standards that purport to protect
the privacy of individuals. Among the most notable of these are the “privacy stan-
dards” embodied in the Fair Information Practice Principles (FIPP), which originated
from a study commissioned by the U.S. Department of Health, Education and Welfare
in 1973[30]. FIPP is arguably the first comprehensive treatment of privacy standards
that was sufficiently influential to propagate governmental, private-sector and self-
regulatory approaches to privacy policy-making. It has been argued that the FIPP
have become the de facto global standards for ethical use of personally identifiable
information (PII) [29]. However, FIPP are informal, de jure standards that have re-
peatedly inspired particular mechanisms, rights and procedures in privacy policies
including many privacy statutes, regulations and self-regulatory policies that appear in
U.S. governmental privacy regulations, in private-sector self-regulatory programs and
many other nations privacy public policies (e.g., EU) [3]. Five FIPP are relevant to
WAM privacy whether imposed through government regulation, through industry or
individual organization/firm self-regulation, arise under contract or result from par-
ticular architecture designs. The FIPP include: (1) notice or awareness, (2) choice or
consent, (3) access or participation (4) integrity or security and (5) enforcement or
redress.

2.1 FIPP Standard No. 1: Notice/Awareness

When applied to WAM, the notice or awareness FIPP standard would alert individu-
als of the potential for capture, processing and use of their PII. Furthermore, notice
could be designed to inform individuals of the purpose intended for the use of their
PII. Notice preceding collection of PII would prevent data collection from uninformed
individuals. Individuals would be enabled by notice to take counter-measures for
protection of their PII before participating in WAM. Furthermore, notice would in-
form the individual’s choice, including: (i) PII data collector identity, (ii) PII recipient
identity, (iii) PII use summary, (iv) PII description if targeted for collection, (v)
means and methods expected for collection of PII, (vi) notice when PII collection is
pre-condition to subject individual’s participation (e.g., online access, initiating con-
tractual or other relationship with PII collector) and (vii) summary of the information
security controls deployed.

2.2 FIPP Standard No. 2: Choice/Consent

The choice or consent FIPP standard would permit individuals to make the final deci-
sion to participate in WAM before the collection and use of their PII. This FIPP stan-
dard would require the manifestation of consent to be clear and intentional and this
consent would need to precede any use of PII in the immediate transaction. Further-
more, consent is necessary before secondary uses of PII, including future “transfers
onward” of PII, such as by sale or barter to third parties, an essential design compo-
nent to most WAM business models. The manifestation of consent ranges through
various methods, most notably with either an opt-out or an opt-in. Forthright and full
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compliance with this FIPP standard is accomplished when the choice is clear and
unequivocal. For example, some WAM architectures would rely on geolocation-based
informaiton. This area more strongly suggests the need for clear and unequivocal
consent because individuals are subject to more immediate risks if the geolocation PII
used in WAM becomes insecure.

2.3 FIPP Standard No. 3: Access/Participation

The third FIPP would enable individuals to review the PII files used in WAM busi-
ness models in a timely, accurate and inexpensive manner. This standard of access
encourages individuals to participate in the assurance of PII accuracy. Without simple
and effective means to challenge and correct inaccurate PII individuals’ have fewer
opportunities to improve PII accuracy that would likely make WAM business models
effective. This FIPP standard also illustrates the links among all FIPP: access im-
proves the integrity of PII through personal incentives to audit PII accuracy, thereby
enabling security management.

2.4 FIPP Standard No. 4: Integrity/Security

Over a decade of experience now strongly suggests that custodial responsibility over
PII has very limited value without close adherence to the fourth FIPP standard: integ-
rity and security. Various government imposed regulation, in the form of statutes,
agency regulations, caselaw and standards impose custodial duties on PII database
suppliers, owners, customers and operators. These would require WAM participants
to assure data quality, assure quality control of data processing methods and thereby
safeguard PII from unauthorized access, alteration or deletion. Preventive security
under the 4™ FIPP deters intrusion. Reactive security under the 4" FIPP must quickly
respond to discovered intrusion and effectively remediate the vulnerabilities. Thus,
the 4™ FIPP requires an adaptive management of continuous improvement of controls
that diagnose vulnerabilities as discovered.

2.5 FIPP Standard No. 5: Enforcement/Redress

Many Western societies recognize that rights are hollow without redress. The threat
of remedial action against data custodians who are indifferent to the vulnerabilities
of subject individual is a powerful incentive towards professionalism. The 5™ FIPP
standard of enforcement and redress recognizes that duties without correlative rights
provide sub-optimal incentives. Therefore, public policy in many Western cultures
increasingly relies on some form of enforcement to provide disincentive that closes
some of the gaps to shirking by encouraging persistent and quality performance of
security-oriented custodial control. Public support is apparently broadening, particu-
larly among victims, to the imposition of enforcement mechanisms that grant reme-
dies for failure of security-related PII custodial duties [20]. The imposition of private
rights of action imposing duties enforceable as civil actions for money damages will
predictably stimulate opposition from the tort reform movement.
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3 FIPP Compliance by Policy: Industry Self-regulation vs.
Government Regulation?

As discussed earlier, FIPP are global standards for the ethical use of personal infor-
mation and are at the heart of U.S. industry guidelines and privacy laws and European
Union privacy directives [14]. Complying with FIPP can diminish consumers’ privacy
risk perceptions through signals that the firm will treat consumers’ personal informa-
tion fairly by addressing procedural, interactional and distributive justice [15]. How-
ever, an unresolved issue in this context is onus — whether it should be government
regulation or industry self-regulation that ensures a firm’s implementation of FIPP,
and that consumers are accorded legitimate choices about how their personal informa-
tion is subsequently used [8, 15].

3.1 Industry Self-Regulation or Government Regulation: Privacy as a
Commodity or Human Right

The approach for protecting privacy most heavily promoted by industry is self-
regulation, which ensures consumers that when they disclose personal information, it
will be held in a protective domain wherein a firm becomes a co-owner of the infor-
mation and accepts responsibility for keeping the information safe and private. The
result is that the firm is responsible for managing and protecting the private informa-
tion by voluntarily implementing privacy policy based on FIPP [15]. Frequently,
industry self-regulatory initiatives are reinforced by third party intervention, which
involves the setting of standards by an industry group or certifying agency and the
voluntary adherence to the set standards by members or associates [15]. An examples
of an industry self-regulator is the Direct Marketing Association (DMA) that made
compliance with its privacy principles as a condition of membership [17]. Other ex-
amples include groups such as TRUSTe have been active as third-party entities certi-
fying that participating firms conform to the FIPP they purport to, and acting as a
facilitator for resolving any conflicts that may arise [5, 15].

The legislation approach that embodies the strong institutional structural assurances
provided by government agencies [44], has been proposed to have a strong impact on
protecting consumer privacy [13]. Some scholars have even suggested that the legal
system is the most powerful mechanism for addressing privacy issues because it re-
quires that offenders be punished in order to maintain its deterrent effectiveness [35].
With the legal structures in place, illegal behavior can be deterred through the threat of
punishment [39]. Thus, recognizing the deterrent value of a legal system, consumers
tend to believe that firms would conform to the FIPP as regulated by legislation, and
would therefore collect and use personal information appropriately.

The debate between industry self-regulation versus government regulation of FIPP
compliance highlights two camps of privacy researchers: those who hold an idealistic
interpretation of privacy cannot logically accept that privacy is a pragmatic concept
subject to cost/benefit calculus. It is useful to distinguish these two camps by calling
the first a fundamental right view of privacy (i.e., “privacy as a human right”) and the
second an instrumentalist view of privacy (i.e., “privacy as a commodity”). The first
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camp views privacy as a fundamental human right, like the right to liberty or life
[33, 43]. Such fundamentalist position holds that privacy is tied to a cluster of rights,
such as autonomy and dignity [4]. The second camp holds privacy to be of instrumen-
tal value rather than fundamental right; that is, the value of privacy comes because it
sustains, promotes, and protects other things that we value. In this view, privacy can
be traded off because doing so will promote other values (e.g., personalization).

The common theme emerging from current privacy literature is that the distinction
between these two camps undergirds much of the dissonance between U.S. and Euro-
pean privacy laws, which is related to (often unstated) assumptions about the validity
of “opt in” versus “opt out” information management schema. At the societal level,
several studies pointed out that “human right” societies long approached privacy in an
“omnibus” fashion by passing sweeping privacy bills that address all the instances of
data collection, use and sharing [6, 16, 31]. Some examples of countries in this cate-
gory include Australia, Canada, New Zealand and countries in European Union [32].
Assigning fundamental rights to personal information would result largely in an opt-in
market for information sharing, whereby firms would have access to the information
only of those consumers who chose to make it available [31]. In contrast, in “com-
modity” societies, there are no “omnibus” laws governing collection, use, and sharing
of personal information that transcend all types of data in all sectors of the economy
[31]. Some countries in this category have “patchwork™ of sector-specific privacy
laws that apply to certain forms of data or specific industry sectors [6, 16, 31]. For
instance, in the U.S., there are sector-specific laws for specific types of records such
as credit reports, and video rental records, or for classes of sensitive information
such as health information [32]. The “commodity” societies largely see opt-in as an
undue burden, thus many would advocate opt-out regimes for protecting consumers’
privacy in which firms collect information unless the consumer explicitly takes steps
to disallow it.

3.2 Current State of WAM Industry Self-regulation

The debate between fundamental right versus commodity view of privacy corresponds
to the question on the relative effectiveness of industry self-regulation versus govern-
ment regulation in ensuring WAM privacy. Tang et al. [38] indicates that although
overarching government regulations can enhance consumer trust, regulation may not
be socially optimal in all environments because of lower profit margins for firms and
higher prices for consumers. Nevertheless, skepticism about the effectiveness of indus-
try self-regulation in protecting consumer privacy [e.g., 18, 23] has resulted in privacy
advocates and consumers clamoring for strong and effective legislation to curtail ram-
pant abuses of information by firms.

In this section, we describe the current state of WAM industry self-regulation. A
number of self-regulatory organizations have developed privacy guidelines that are
specifically aimed at wireless advertisers and WAM service providers. While the FTC
has encouraged all such regulatory frameworks to abide by FIPP, advertisers who
abide by these guidelines may lack comprehensive FIPP coverage. This “a la cart”
view of FIPP compliance results in inconsistent regulation across the mobile advertis-
ing industry.
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The Wireless Advertising Association’s (WAA) guidelines for privacy [42] require
compliance with all of the FIPP with the exception of enforcement/redress. Advertis-
ers are urged to provide notice of their privacy practices and policy changes to mobile
consumers through the use of a privacy policy. In addition, users should be given the
ability to decide the types and amount of information that is collected and how that
information is used. Wireless advertisers must also obtain opt-in consent before
transmitting advertisements or providing a user’s PII to third parties. Mobile consum-
ers should be given the ability to opt-out of receiving additional advertisements at any
time, and should retain the ability to delete their PII. The guidelines require that ad-
vertisers take appropriate steps to ensure that all stored data remains secure [7, 28].

The Direct Marketing Association (DMA), American Association of Advertising
Agencies (AAAA), and Association of National Advertisers (ANA), have collabo-
rated to develop a set of email guidelines [17]. It is unclear whether these guidelines
apply only to emails sent to mobile devices, or to all advertisements, including those
sent using SMS text messages. These guidelines satisfy only the first two FIPP: no-
tice/awareness and choice/consent. Under these principles, email advertisements are
required to contain an honest subject line, valid return email address, clear identifica-
tion of sender and subject matter, and a link to the advertiser’s privacy policy. Users
should be given clear notice of their right to opt-out of receiving additional adver-
tisements. Opt-in consent must be obtained before an unsolicited commercial email
can be sent to a user. A reliable opt-out mechanism should also be included. Email
lists should never be sold to third parties without obtaining opt-in consent [28]. These
guidelines neglect the remaining three FIPPs.

The Cellular Telecommunications and Internet Association (CTIA) privacy stan-
dards [12], known as the “Best Practices and Guidelines for Location Based Ser-
vices,” govern location-based services (LBS). Under these guidelines, LBS providers
must supply users with notice of how their location information will be used, dis-
closed, and protected. Users must be informed of the duration their information will
be retained, as well as how third parties may use it. When LBS providers utilize sensi-
tive information, additional periodic notice should be provided. Additionally, LBS
providers must obtain opt-in consent before collecting or disclosing location informa-
tion, and users should be given the ability to revoke this consent at any time. Provid-
ers should also employ reasonable safeguards in order to maintain the security of all
stored information. Finally, LBS providers should allow users to report abuse or non-
compliance with the above principles. These guidelines fail to address two FIPPs,
access/participation and enforcement/redress. Users are not given the right to view,
alter, or delete their location information.

TRUSTe, a popular privacy certification-granting agency, has developed a set of
standards known as the “Wireless Privacy Principles and Implementation Guidelines”
[40]. Currently, this is the only set of principles that integrates all five of FIPP’s pro-
visions. First, advertisers are required to implement a privacy policy that, if possible,
should be displayed every time PII is collected. Mobile users should be notified if the
content of this policy is altered. In addition, opt-in consent must be obtained before a
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user’s PII may be shared with third parties or before location-based information may
be used. Advertisers should implement a reasonable mechanism to allow for the cor-
rection of inaccurate data. Providers should also take appropriate steps to ensure that
all PII is accurate. Under these guidelines, reasonable security measures should be
implemented. Finally, an efficient reporting and complaint mechanism should be
implemented. While the FTC has struggled to convince private entities to adopt the all
of the requirements outlined by FIPP, TRUSTe’s guidelines illustrate that FIPP can
act as an effective framework.

3.3 Government Regulation

WAM is not clearly and directly regulated under any U.S. federal or state law protect-
ing privacy. Indeed, WAM ostensibly poses a regulatory vacuum with unclear au-
thorities among various state and federal agencies in the U.S. Similarly, the type of
optimal enforcement remains unclear so that there are threats but unclear exposures
for WAM participants from civil liability, criminal liability and government regula-
tory agency enforcement (e.g., FTC). The self-regulatory organization (SRO) en-
forcement efforts are somewhat clearer but generally lack enforcement authority. The
precise boundaries of regulatory jurisdiction remain unclear but may hinge on restric-
tions of the regulatory authority over telecommunications services, such as that of the
U.S. Federal Communications Commission (FCC). Furthermore, WAM could be
regulated as SPAM or as telemarketing calls [27]. In the U.S. it is important to note
that such ambiguity is not fatal to the adaptation of existing government regulations
by analogy to various forms of WAM design. For example, the U.S. Federal Trade
Commission (FTC) is actively working on WAM regulation but has taken a slow and
deliberate pace that has been decidedly laissez-faire. The FTC’s position explicitly
promotes self-regulation, most recently reinforced in the FTC’s Behavioral Advertis-
ing staff report [21]. Finally, there are proposals to unequivocally regulate WAM and
this approach might gain traction if individuals are exposed by WAM to annoyance,
injury, identity theft or the like.

4 FIPP Compliance by Design

Proof of FIPP’s success or failure as a regulatory framework may be inferred from the
existence of FIPP in actual WAM system architectures. It is predictable that WAM
service providers will oppose stricter government regulation. Particularly given the
FTC’s encouragement of the self-regulatory approach, an architecture compliant with
FIPP as embodied in self-regulation may preempt government regulation. As a result,
system architectures that include effective and innovative FIPP integration are argua-
bly an important component of WAM business models.

FIPP itself may directly influence system design. Lawrence Lessig [25] argues that
the hardware, software, and system design that comprises the Internet has a strong
regulatory effect. This invisible hand creates a system of governance that can be more
effective than traditional forms of regulation. Similarly, much of the regulation that
governs WAM may be directly integrated into its architecture. In the U.S., wireless
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advertising is still in an embryonic state. In order to take advantage of this new oppor-
tunity, many companies are innovating with various business models for delivery of
advertisements to mobile users. FIPP is a potentially useful guide for WAM designers
who are intent on implementing privacy-compliant solutions. However, if FIPP is not
integrated during their initial development, then retroactive compliance will be diffi-
cult, and FIPP may never be codified in these architectures.

In a recent statement, Rod Beckstrom, former director of the National Cybersecu-
rity Center expressed his belief that security standards should be directly “baked in”
to future network infrastructures rather than being “layered in” after their deployment.
Similarly, as various WAM system architectures become entrenched in the market, it
is important that they implement the appropriate FIPP compliant privacy provisions
up front, rather than as an afterthought or in response to consumer dissatisfaction.

4.1 FIPP Compliance by Design: WAM Patents

Examination of modern WAM architectures reveals the state of FIPP compliance
through design. WAM service providers are predictably hesitant to reveal their busi-
ness models, but alternate design descriptions are available such as through the publi-
cation of U.S. utility patents. The U.S. Patent and Trademark Office (USPTO) and
other patent services maintain publicly accessible, searchable databases of all issued
patents and some patent applications.

Five WAM Patents (see Table 1) are described to examine the FIPP compliance.
WAM patents are explored because they proxy major elements of a WAM design and
thus are ostensibly good exemplars. These WAM patents were identified using key
word in context search methods from among issued U.S. patents. This is clearly a sub-
set of all possible designs for WAM. WAM architectures may include existing designs
deployed or announced outside the U.S. Furthermore, the population of WAM patents
issued in the U.S. does not include published provisional U.S. patent applications,
published full U.S. patent applications, nor any non-U.S. patent or application. A com-
plete WAM architecture may include a combination of elements from WAM patents,
existing non-WAM patents, non-patented design elements (e.g., trade secrets) and
other public domain elements.

Of the various WAM-related patent documents identified in this survey, the fol-
lowing seven were selected for analysis due to the clarity and relevancy of their archi-
tectural descriptions. These patents have elements classified in various USPC classes
involving telecommunications, computer communications, business methods, data
processing and multiplexing.' However, many additional classes and subclasses are
likely also relevant to the broader WAM architectures generally envisioned.

' This survey largely examines patents classified in various subclasses of one major USPC
class: Class 455 Telecommunications. Among the selected WAM patents these additional
patent classes are variously claimed: Class 340 Communications: Electrical; Class 370 Mul-
tiplex Communications; Class 379 Telephonic Communications; Class 705 Data Processing:
Financial, Business Practice, Management, or Cost/Price Determination; Class 707 Data
Processing: Database and File Management or Data Structures; and Class 709 Electrical
Computers and Digital Processing Systems: Multicomputer Data Transferring.
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Table 1. WAM Patents

U.S. Patent Title Brief Descriptions
No.
6,381,465 | System and Method A system in which an advertising message is
(465 patent) | for Attaching an appended to an alert message that a mobile device
Advertisement to an user registers to receive. Such advertisements would
SMS Message for be targeted based on the information that the user
Wireless Transmission | entered at the time they registered for the alert, the
contextual content of the alert message itself, and the
user’s location [10].

6,889,054 Method and System A system for transmitting wireless advertisements to
(054 patent) | for Schedule Based mobile users based on a user defined schedule and
Advertising on a personal preferences. Users may also be provided with
Mobile Phone a reward, such as free “minutes,” as an incentive to

accept additional advertisements [22].
6,925,307 | Mixed Mode A system in which verbal and non-verbal commands
(307 patent) | Interaction are used in conjunction with a mobile device in order

to submit search queries and other instructions. Under
this system, users have complete control over when
and how responses and advertising messages are
transmitted. The system also offers a service called a
“Voice Wallet,” which allows for the storage of
sensitive purchasing information, including credit card
numbers and expiration dates [26].

7,162,221
(221 patent)

Systems, Method, and
Computer Program
Products for
Registering Wireless
Device Users in Direct

A system that allows users to register for targeted,
direct marketing campaigns on their mobile devices.
After an initial unsolicited advertisement is
transmitted, users have the ability to opt-in to
participating in the advertising campaign, or opt-out

Marketing Campaigns | of receiving additional advertising messages [36].
7,251,476 | Method for A system in which advertisements are transmitted to
(476 patent) | Advertising on Digital | cellular phones in a way that does not interfere with
Cellular Telephones the normal operation of the mobile device. The
and Reducing Costto | system utilizes a “reverse subscription” model in
the End User which advertisers pay users in order to gain

permission to send advertisements [11].

4.2 Analysis of FIPP Compliance Using WAM Patents

FIPP is a robust framework that permits analysis of self-regulation or government
regulation as well as WAM design. FIPP promotes “Privacy by Policy” and permits
the FTC to encourage websites, data collectors, and data processors to integrate FIPP
into their privacy policies. This interpretation of FIPP has evolved into a set of stan-
dards that influenced the creation and implementation of all forms of privacy regula-
tion, ranging from federal statutes to private self-regulatory frameworks. Spiekermann
and Cranor [34] argue, however, that FIPP’s “notice” and “choice” principles, argua-
bly two of the most important principles, may not unnecessary if sufficient privacy
control is integrated into a WAM system design. Their “Privacy by Architecture”
refers to the integration of privacy controls and provisions directly into a system’s
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design. They argue that system engineers fail to account for privacy when prototyp-
ing and developing systems [34]. Nevertheless, technology and system design may
be the most effective setting for enforcing privacy regulation.

If FIPP compliance truly adds value to WAM architectures, then those who devise
systems that directly integrate FIPP should seek out protection by obtaining a patent.
Such protection should further incentivize the development of innovative FIPP im-
plementation strategies. Furthermore, the temporary monopoly granted by patents
may facilitate the promotion and universal adoption of a given system. If, on the other
hand, such privacy provisions are absent, then FIPP compliance and patent incentives
may not have the strength required in order to promote the integration of “Privacy by
Architecture.”

FIPP #1: Notice/Awareness. None of the WAM-related patents examined contain
any design provisions that satisfy the notice/awareness principle. However, WAM
patents openly admit that PII can be collected from users, either with or without their
permission. For example, the ‘307 patent [26] describes an advertising system in
which all transmitted messages and notifications are based on a user’s personal pref-
erences. Preference information would only be used internally by the WAM service
provider. However, the patent fails to describe a method to inform the end user of
how this information would be used to provide targeted advertising or how the pro-
vider could use the user’s PII in the future. Under the ‘307 patent, users may not be
aware that the system maintains a “user profiles database.”

Under the ‘054 patent [22], a large “profile/history” database is maintained. Users
may initially assume use of their PII would be limited to their WAM service provider in
order to enable the delivery of targeted advertisements. However, without a strict pri-
vacy policy or notice provision, this information could potentially be sold or transmitted
to third parties without the data owner’s knowledge. Developing unique methods to
notify users of the provider’s current privacy practices is especially important within the
WAM context. The small screen size of many wireless devices severely limits the
amount of space available to effectively communicate a detailed notice statement [24].
Innovative methods to deliver a notification document would likely be rewarded, espe-
cially if they were directly integrated into the overall WAM architecture.

FIPP #2: Choice/Consent. Several WAM patents contain opt-in and opt-out provi-
sions for the receipt of advertisements. For example, the ‘476 patent [11] describes a
system that is permission-based and only transmits wireless advertisements to users
who explicitly opt-in to receiving them. Additionally, under the 221 patent [36],
advertisers may transmit an initial unsolicited advertising message that allows opt-in
to a particular ad campaign, or opt-out of receiving additional advertisements. This
system strikes a balance between the privacy interests of the user and the business
interests of the advertiser. The ‘307 [26] and the ‘054 [22] patents allow users to de-
termine when, how, and what type of advertisements are received.

Other patents describe wireless advertising systems that do not allow choice.
For example, the ‘465 patent [10] automatically attaches advertisements to subscrip-
tion-based alert messages. Unless the external subscription agreement imposes sepa-
rate choice for WAM, the ‘465 patent does not envision a permission-based system.
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Thus, users registered for specific alerts may be unexpectedly exposed to wireless
advertisements. Retroactive imposition of an opt-in or opt-out mechanisms could be
imposed when the alert service is registered.

FIPP #3: Access/Participation. None of the patents examined explicitly give users
any ability to view, modify, or delete PII stored by the WAM service provider. For
example, both the ‘054 [22] and the ‘307 [26] patents maintain PII databases based on
information that wireless users actively supply to WAM service provides. Neverthe-
less, neither patent clearly articulates whether this information can be retrieved,
altered, or deleted by its owners. Like the discussion above, access might be retroac-
tively supplied, perhaps in an improvement patent.

Even in the patents that do not specifically solicit user preference information, the
lack of FIPP #3 access/participation compliance is clear. For example, the ‘465 patent
[10] may use the information that the user inputs when registering for an alert in order
to append targeted advertisements to these alert messages. Because such information
may be obtained without the user’s knowledge, this design fails to provide functional-
ity to view or modify this information once collected. Location information is a key
feature of many WAM patents, including the ‘476 [11], ‘054 [22], and ‘307 [26] pat-
ents. None of the systems are clearly designed to permit users access to revise or
delete their PII.

FIPP #4: Integrity/Security: None of the patents examined in this study contain any
security provisions obligating WAM service providers to collect, store, and utilize PII
in a secure way. For example, the “Voice Wallet” maintained by the ‘307 patent [26]
may contain critical data, such as a users credit card number, expiration dates, and pin
number. Although the “voice authentication” itself is claimed to be secure, there are
no patent claims illustrating actual protection of user PII. Moreover, users’ preference
information may be sent via SMS text message, WML, or voice message, all of which
are insecure formats. The ‘054 [22] system also maintains numerous pieces of critical
information, including a “profile/history” database, purchasing information, and ship-
ping information. None of the patent provisions address security maintenance. Many
systems, including the ‘476 [11], ‘054 [22], and 307 [26] patents, collect and utilize
location data, but fail to address the integrity or security of this highly sensitive PII.

Information systems often rely on a series of “standard” information security prac-
tices, including data encryption and firewalls, in order to protect the information that
they store and process. While these techniques are effective, they are not particularly
new or innovative. Such standard security controls might be retroactively applied to
business models based on these patents.

FIPP #5: Enforcement/Redress. None of the examined WAM-related patents in-
cluded any enforcement or redress provision. Enforcement may be viewed as a policy
provision rather than a technical constraint exogenous to the design. Here, it is
unlikely that the consequences of violating one of the aforementioned self-regulatory
principles would be included in a technical system architecture discussion, such as
those that are contained in patent documents. Similarly, any possible remedies that
may be imposed for such a violation could be included in the subscription agreement,
made part of self-regulatory guidelines, or imposed by government regulation. Never-
theless, future WAM system designs could include technical provisions to satisfy the
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enforcement FIPP such as automatic recall of PII distributed to third parties or de-
struction of PII if its collection was unauthorized. Many other alternatives are con-
ceivable, but unexplored in the WAM patents examined for this study.

The WAM-related patents examined here universally fail to comprehensively inte-
grate FIPP. This “al a cart” view of FIPP results in severe privacy inadequacies. De-
spite these shortcomings, many WAM patents examined here exhibit some form of
privacy awareness. As unique and innovative privacy protecting measures are devel-
oped, inventors may be incentivized by self-regulation and government regulation to
design PII privacy compliant with FIPP. WAM is in its infancy in the U.S., so FIPP
privacy compliance is still possible without regulation. The patents examined appear
to focus more on providing unique delivery systems rather than FIPP compliance.
Once a set of standardized WAM transmission techniques achieve critical mass in the
market, developers may seek new methods to differentiate their products. This could
include innovative privacy enhancement methods that might better ensure FIPP com-
pliance. The temporary monopolies provided by patents will likely further incentivize
these developments if FIPP compliance becomes mandatory.

Unfortunately, under the recent decision of the court in in re Bilski, business meth-
ods and abstract ideas that are not directly tied to a specific piece of hardware or
which do not transform physical matter may no longer be eligible for patent protec-
tion. This is the “machine or transformation” test of the Bilski case that raises validity
questions for most business methods and software patents that operate on general use
computers or on standardized platforms. Bilski could extend to the WAM-related
patents examined here. Thus, the economic incentives to develop innovative FIPP
compliance may undermine WAM patents as a major form of system architecture
design.

5 Discussion and Conclusion

5.1 Tentative Findings

This research has focused on the following propositions: First, the WAM industry and
potential entrants into WAM argue that government regulation would suppress inno-
vation and competition considered socially useful. Second, WAM patents initially
appear to provide significant financial reward for WAM innovation. Third, the Bilski
case and the more general patent reform movement that seeks to limit the impact of
business methods patents (BMP) and even software patents more generally, if suc-
cessful mill also suppress WAM innovation.

Several tentative findings from the initial stages of this research lead to the follow-
ing assertions. Self-regulation and BMP encourage innovation in WAM designs and
WAM system architectures. WAM is not directly regulated under any federal privacy,
spam or other similar regulatory scheme. The FTC’s current work on location-based
services and behavioral marketing has not been clearly merged to adequately address
WAM through regulation. The FTC’s deliberate pace has a decidedly laissez-faire
character that continues to incentivize the development of WAM architectures with-
out close or costly regulation. Indeed, the clear promotion of self-regulation illustrates
the nascent WAM industry has some remaining time to address privacy concerns
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before the threatened imposition of enforcement or corrective legislation might dimin-
ish innovation in WAM architectures.’

WAM poses a regulatory vacuum with unclear authorities among the FTC, FCC,
the states, the Justice Department (DoJ). Regulatory uncertainty is exacerbated by
ambiguity in the optimal types of enforcement: civil, criminal, regulatory agency,
self-regulatory organization (SRO). Regulatory jurisdiction may hinge on boundaries
of telecommunications services.

FIPP is a powerful de jure and de facto privacy standard and it should continue to
inspire any and all government or self-regulation of WAM, however, there is evi-
dence that FIPP is all too often mere rationalization. Opting in vs. opting out, as the
satisfaction of the FIPP #1 notice and FIPP#2 choice standards, offer significantly
different economic outcomes and costs. The impact of opting form on the size and
value of consumer PII databases is also significant clearly incentivizing industries that
control the opting scope and method to prefer opt-out over opt-in.

5.2 Future Research Directions

The DIGs framework was proposed in this research to examine FIPP compliance of a
few WAM designs as found in WAM patents and the FIPP compliance of various
self-regulatory frameworks. This type of analysis should be extended in various
ways. First, the patent analysis should be expanded from the current sample of five
WAM patents with empirical validation approach. For example, Allison and his
colleagues [1, 2] provided some promising methods by working on some large patent
datasets, performing patent validity comparisons, analyzing demographic and indus-
trial organization data about inventors, and focusing on particular technology sec-
tors. Second, FIPP compliance is amenable to doctrinal legal and regulatory analysis
from various authoritative sources, including inter alia: civil litigation among private
parties, regulatory enforcement proceedings of various federal agencies engaged in
regulation of various WAM components, and criminal violations of various state and
federal law. This analysis should address each FIPP separately and then collectively:
notice, consent, participation, security enforcement. Results of such analyses are
likely discrete given the broad differences between regulatory foci of the agencies in
their development of guidelines and rules/regulations, their undertaking of investiga-
tions and enforcement and the level of their activity in engagement in “jawboning”
with the emerging WAM industry.

The institutional structure of a regulatory domain is of recurring interest to many
scholars. For example, the financial crisis of 2008 was marked by very broad public
interest in the fragmented regulatory program oversight of the financial services indus-
try. Many of these were the legacy result of Depression-era Glass-Steagall separations
of enforcement powers that were specifically intended to spread regulatory powers to
avoid regulatory capture, regulatory arbitrage and the financial services monopoliza-
tion that was experienced during the roaring 20s. Therefore, institutional structural
analysis, comparison and prediction are potentially fruitful research avenues.

2 FTC Online Behavioral Ad Self-Regulatory Principles at 47.
? Seee.g., 47 U.S.C. §153 (2003).



Regulating Privacy in Wireless Advertising Messaging 33

The sectoral nature of privacy regulation has similar potential for the examination
of institutional structure where regulation is fragmented. Consider how WAM archi-
tectures immediately implicate telecommunications regulations traditionally within
the jurisdiction of the Federal Communications Commission (FCC) but which has
been the subject of FTC scrutiny. Additional privacy regulation of the financial trans-
action components of possible WAM transactions (e.g., automatic crediting of elec-
tronic coupons to credit cards, bank accounts or non-bank financial service provider
such as PayPal) could be within the regulatory jurisdiction of financial services regu-
lators. Health related advertisements could implicate health needs profiles regulated
under HIPAA. Many other WAM architectures and component services could impli-
cate other regulatory programs and other regulators (e.g., children). Research into the
optimal regulatory structure is feasible and quite likely to be of interest to various
journal readerships.

Finally, a content and stakeholder analysis of the FTC’s various dockets in WAM-
related areas may be useful. For example, there are sometimes very considerable
comment databases accessible online in areas such as behavioral marketing, location-
based services, spam, identity theft, data-mining, RFID technology deployments and
tracking consumer preferences would be informed by content analysis and of the
considerable FTC comment databases.

5.3 Conclusion

Innovation in WAM privacy is incentivized from three major sources: government
regulation, industry self-regulation, and privacy enhancing technologies that enable
particular WAM market models. Balancing these incentives to improve the security of
PII for consumers of WAM services is uncertain because WAM platforms in the U.S.
are still under development. WAM is not clearly and directly regulated under any
current U.S. law. The prospects for adapting federal privacy law to regulate WAM as
a form of spam or telecommunications privacy matter still remains unclear. The
FTC’s focus on behavioral marketing and location referencing holds the greatest
promise for the application of government regulation to WAM. However, the FTC’s
deliberate pace and laissez-faire approach promotes self-regulation providing there is
compliance with FIPP. FIPP has inspired government regulation and industry self-
regulation of privacy in various contexts. Furthermore, WAM patents reveal at least
some FIPP compliance. However, there is mounting evidence that FIPP is not com-
prehensively represented in industry self-regulatory programs or in WAM patents.
Despite the promise for competitively-inspired innovation to provide privacy-
enhancing WAM designs, our examination of industry self-regulation programs as
well as WAM patents clearly illustrates that FIPP is not fully implemented. Indeed,
the enforcement remedial FIPP is seldom represented and the participation/access of
FIPP is lacking in many programs and in issued WAM patents.

It may be useful to examine FIPP compliance in other nations to gain insights. For
example, WAM privacy is better established in EU nations so FIPP privacy compli-
ance in the U.S. remains feasible. Other nations’ experience can be interpreted to
assist WAM policymaking as well as WAM design innovation. WAM privacy result-
ing from design innovation could be weakened by the invalidity of WAM-related
patents, if they are undermined by intellectual property reform such as that in the
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recent Bilski case. Nevertheless, great insights into the design architecture of WAM
services are evident from analysis of WAM patents and such analysis in this article
helps pinpoint FIPP non-compliance in design architecture.
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